CLEFIAZRBY—Xa—KF{tHkE 2010418294

128 EwkJAvIRES CLEFIA
SBY—XO—K4HE

Version 1.0.0 (20101 H29H)

YZ—HRA=H

© 2010 Sony Corporation 1/7



CLEFIAZRBY—Xa—KF{tHkE

201051 H29H

X EERE
N—T3Y> B+ &R
1.0.0 2010FF1R298 | #DMRYERL
© 2010 Sony Corporation 27



CLEFIAZRBY—Xa—KF{tHkE 2010418294

=P/

1. B2

2. 3REC

3. CLEFIA Y —Xa—F API {t#%
3.1 CLEFIA #h K824 %K ClefiaKeySet()
3.2 CLEFIARES{LRE%k: ClefiaEncrypt()
3.3 CLEFIAESEA% ClefiaDecrypt()

4. CLEFIA BBy —Xa—K API # %
4.1 CLEFIAAPI /A%
42 HYrT)a—F

© 2010 Sony Corporation 37



CLEFIAZRBY—Xa—KF{tHkE 2010418294

1. &

AEHRETIE, CLEFIASRBRY—XO—FDERRIZDONTHRAR S,

© 2010 Sony Corporation 417



CLEFIAZRBY—Xa—KF{tHkE 2010418294

2. FREC

AERETERST—H(EX, BEX, WEH)IIMSB BINSIERNA BT
AHBIEINBEDET S(big endian).

MSB LSB
bitnumber | 31 (30|29 |28 (27 |26 |25 |24 [23 | |16 |15 | | 8 | 7 | | O
byte number 0 1 2 3

ex)

MSB LsB
data = 00010203 04050607 08090a0b 0c0d0eOf (hex)

unsigned char data[] = {
0x00U, 0x01U, 0x02U, 0x03U, 0x04U, 0x05U, 0x06U, 0x07U,

0x08U, 0x09U, 0x0aU, 0x0bU, 0x0cU, 0x0dU, 0x0eU, 0Ox0fU

Ff=, RMBRBIFXLUTORMHR TEEBRSN TS,

soutput M AEY B IZE THEUHLAINHER, #ERTI2EDET 5.
(BAEATIX, AT)DOHER, BRETHT, ETETDHEEIERINTOSEDOELTREEITS)
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3. CLEFIA S8V —XO—Fk APl {L%

y.Ll

3.1 CLEFIA #i K824 Rl B

int ClefiaKeySet(

unsigned char *rk, /1 output: Fi K H2 (18/22/26 x 8 + 16 [bytes])
const unsigned char *skey, // input: ##% 8 (key_bitlen / 8 [bytes])
const int key_bitlen Il input: BZEEE w4 X (128, 192 or 256)

);

returns: 18 (key_bitlen=128), 22 (key_bitlen=192), 26 (key_bitlen=256)
or 0 (otherwise: invalid key_bitlen)
(R WESIURMr &R, FERYIADHEEIF0ZEIRY)

3.2 CLEFIA RS S{LRA%k

void ClefiaEncrypt(
unsigned char *ct, /1 output: B&53X (16 [bytes])
const unsigned char *pt, /l'input: ¥£3Z (16 [bytes])
const unsigned char *rk, /] input: $i K $2 (18/22/26 x 8 + 16 [bytes])™
const int r /] input: JLEBS %k (18, 22 or 26)™

3.3 CLEFIA £ E %k

void ClefiaDecrypt(
unsigned char *pt, /1 output: £3Z (16 [bytes])
const unsigned char *ct, Il input: BE§&3X (16 [bytes])
const unsigned char *rk, /] input: $i K $2 (18/22/26 x 8 + 16 [bytes])™
const int r /] input: JLEBS %k (18, 22 or 26)™

*1: CLEFIA B§S 1L BE%k ClefiaEncrypt(), & U CLEFIA 18 5 E8%4 ClefiaDecrypt()
DA 1k, r [ CLEFIA 5 K84 A BA %L ClefiakeySet() KUBELND rk, rEFAHNTHEDEL,
TNLLUNDENAASNIZHE DBEITRIELAL.
i APl DFFLLMERKICDOWTIX 4 ECEEdR T 5.
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4. CLEFIAZSBY—XO—K APl A%

4.1 CLEFIA APl {# FHi%

S —ZXa—NK(clefia_ref.c), BBV —XaA—KBEAYHA T71 JL(clefia_ref.h) DERMLZFEREIL
UTD@EY WELEX, BEX, BLUILKBOEEIXIFTOHHEET D).

1. P KEBA BRI EZE R (key bitlen = 128, 192 or 256), HXUV
FZ B (skey = 16, 24 or 32 [bytes]) #ASIL, P KB rk Vb7V TS

2. i =1L B R [E 5 B %K](< 1-block (= 16-byte) D EX[MEEX], 1 TROMNT-ILKEE,
BIVRESIUREE A S, 1-block (= 16-byte) S X[TFX]ZHES

42 2T )a—Fk

[* 128-bit TAYIKES CLEFIADY>F )L Ca—FK */
#include <clefia_ref.h>

int main(void)
{
const unsigned char pt[16];
const unsigned char ct[16];
const unsigned char rk[26 * 8 + 16]; /* max */
unsigned char *dst[16]; /* output */
intr;

/* CLEFIA-128 (128-bit $ CLEFIA) ZAL\=EES1b/1ES D HI */
r = ClefiaKeySet(rk, skey, 128); /* key setup for CLEFIA-128 */
ClefiaEncrypt(dst, pt, rk, r); /* CLEFIA-128 encryption */
ClefiaDecrypt(dst, ct, rk, r); /* CLEFIA-128 decryption */

/* CLEFIA-192 (192-bit £ CLEFIA) A\ =EES1b/1ES D HI */
r = ClefiaKeySet(rk, skey, 192); /* key setup for CLEFIA-192 */
ClefiaEncrypt(dst, pt, rk, r); /* CLEFIA-192 encryption */
ClefiaDecrypt(dst, ct, rk, r); /* CLEFIA-192 decryption */

/* CLEFIA-256 (256-bit 2 CLEFIA) AL\ =EES1b/1ES D H| */
r = ClefiaKeySet(rk, skey, 256); /* key setup for CLEFIA-256 */
ClefiaEncrypt(dst, pt, rk, r); /* CLEFIA-256 encryption */
ClefiaDecrypt(dst, ct, rk, r); /* CLEFIA-256 decryption */

return O;

);
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