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01280000000 L, LrO GFNg 1000000 K, KpOOOODO
gboogole2oogboo26e00oobooboboobooboobooon

2.2.4  DoubleSwap O 0O

CLEFIAOOOODOOOOOOOOODOOOOO L, L, 00 LrO
DoubleSwap 000000 200000000000000000000
OO00O000O0O0DOO0O0DO00OO0oogogn DoubleSwap 0000
ubodgbooboobobboobooboobboobd
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020 0000

225 0O0O0goooo

CLEFIAD 128000,19200000 260000000000000
gboboboboboooooooboboboboboooooood
0000000000000 CLEFIAOOOO0OOO0O0B80O00 GFNy 120
GFNg 1o DOO0O00O0O0O000O00O00000000000O000000
gboooboooooboobuoobooboboobooboboooog

226 00O

gbogbobgbouooooouoooobobobobobobobon
gboooooobobo 3200000000 100 1600 000D0O0OO
000000 [Moo0o00o000o00o0o0ooo 1600000000
gbogboobuoobouooobuooboboobboobobooobood
gobooooboobobobonooobobobonoooooboobo
gbodgoboobobobobbobboobuooboaoobdgd

2.3 000000000 (DSM)

O0O0O0O0DSMOODOODO Type-2 000 Feistel OO O active S-box
00000000000000000000000000000 [67)?0

23.1 0O0O0OoooOO

o000 00000000000 dd>20000000 Type-20
OO0 FeistelDODOOOOOOODOOODOOd=20000000000
Feistel D OODODOODODOO Feisetl DOODOOODODOONO Feistel 0 0O
OO0O0D00O00b00DOO Type20 0000000 FeistelDOODODO
000000 Feistel 0000000000000 0O0O0O0O [34,49] 00
gooooon

n0000000dO0dnO000000O0O00OO Ry,...,Pp—1 0n/dO0O
oooooogdC,...,Ch1 0 n/d0000O0O0O0OO0OODOO Type-2
OO0 Feistel OO OO0OOO0ODOOOO FOOODODOOODOD d0OO
gboood Fz-j(x,y)DDDjDDDDDDDDDDDDiDDD FOO
O0D00D00O000O0OOType-2000 Feistel DODODDODOODOOODO
ogoog

223000000000000000000DOOE2008 IEICE
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020 0000

Step 1. Xo+— Po,...,Xq_1— Pj_1
Step 2. +=100 000000000 :
Step 2.1 j=000d/2-1000000000 -
Step 2.1.1  Xojy1 — Xoji1 ® F/(RKY], Xo;)
Step 2.2 tmp «— X4_1,
Xj— X1 (forj=d—1to 1),
Xg < tmp
Step 3. Cy«— Xo,...,Cq_1 — Xg-—1

000 RK; (1<:i:<r)000000000C0O0OO0OODOOOOOO
gboooobobobobobobooboboobooboobon
vbobobobboooodgbdobobobobobuobuoooobobo
000 250d=80 Type2000 Feistel OO DOOOOOODOOODO
uboogogn

0 2.5: Type-2 000 Feistel D OO0DO0OO0O00O (d=38)

OO0D0O0OFeistel OO OOOO0 FOOODOODODOODOODOO
000 SPO FOODOODOOOODOO [30]000 S-boxOOOODOOODO
OOmbOD0OO0OOOO0OOOO0ODOOOODOOImOOODODOOOO RKO
Ooob0O00 Xoooooooooyooooo sepO FOOOOO
goooooooo

Step 1. T «— RK ® X

Step 2. T=Ty | Ty | --- | Tu1, Ty € {0,100 0
T,—S(T;) (=000 m-—100)
Step .Y =Yy | Y1 | -+ | Y1, Yi€{0,1}00 0

t(%uﬁ)”' 7Ym71) - M t(T(]uTl)”' 7Tm71)

00000 A|lBO 200000 A0 BOOOOOOOS(H)O!IOOO
0S-boxO0OOOMOODOD GFRHDOOOODOODDOOO mxmODO
DDDDDDDDDMZJDDDD FgDDDDDDDDDDDD MOOO
OooboOoooOo 260 m=40000 SPO FOO FZJDDDD
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020 0000

RKi;

M, |

T
<

Dz&FDDFj

oobooooooooobcdnO0d,l, mOO0n=dimOd0O00
gogd

232 0000

x=0 x=0

o {Mle s (W]
s {M4 b {md

y=0 y=0

027 DSMOOO

DSMOOOOOO0 270000000000MO0000 mxm0O
0000a,b € {{0,1}}"0 mOOO0O0000000D0 270000
00000 MOOOOOOOOOOOOODOO0000 XOROOOO
0000020 y0D0OD0D0 00000000000 w(a)+ w/(b)O
000000w(ae)+w(b) =200000000000 MOOOO
M(a+b)=000000000 a=buw(e)=10000000000
0000000 27000000000020000000 M;0 MO
000000 w(a)+w(b) > Bi([M|M)])) 0000000 [AB|OOO
A0 BOOOOOOOODOOO mx2n000000000 22000
00 B([My|Mz]) 0000 m+100000000000000000
0000000 [22,65\ 0000 SPO FOOOOODOOOD000O S-box
000000000 w(a)+w(b) 000000 active Shox 00000
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020 0000

vboobuoooboobobobooooboobobuoboaoood
OO0D0O00OD0O0ODO0O000D0O0D active S-boxOO0O0ODOOO0O0O
OoOoooooDooOoDbSMOOUOO0O0O0OD FeistelUOODODOOOO
gboogbooobooaano

2.3.3 DSMODOOODO Type-2 000 Feistel OO

00000 DSMOOO Type-2 000 Feistel 0000000000
00d=600000 Type-20000000000000000000
00000000000000 280000DSMOOOO0O00F O
F/, 0000000 M/O0 M/, 000000000040,;0000
00000 DSMOODOO0O0000000000000000000
00D0OMO FOOOODOO0O0OO00000 d/200000 modO000

O00o0ooooooO0d/2=00-1=d/2—10000

2 3 0 1 2 i 2
o (A T O o e S R 0
e T L B R e
0 i 1 2 0 3 0
e T i S e AR A e

Yi-2+74’€9 4’ Fi9»7 D 4’ Fil+7 D " Yi2+7
= —| e [0 —{ [0 micin

0 2.8: Type-2 000 Feistel 00O (d=6,00000)

O000BP,BP0O0O0O BfOoODDDDOOODODOO

00 2.3.
BP = i B (M)
1 1§i9{rggj<d/2( (M)
BP = ' B([M? | MIZH) .
2 1§i§r—?18§j<d/2( l([ % | 2+2])
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020 0000

L= i teagiy=1 | tpi—1\—1
b2 _1§i§r—r2rflgg<d/g(6l([ (M7)™" [H(M5) ™)) -

0000000 BP>BP 0ooooO0OOOO.

OO000OO000D00O0O0Type20000000OO0DOOODO active S-
boxOODOOODOODOOOOODOO

Type-2 000 Feistel 1 0 000 active S-box

X/OK/OFOD F/0000000D! 0000 F/ 00D active S-
box 00000 Type-2 000 Feistel 0000000000000000
00000000000000000000

00 21. 00000oooooooboobuoboobbog FOoOooo
000 active S-box0O00D0000DOOOO

gbooobooobooboooboooobon

00 2.2.000 D)=00000D!% =D/, 00000000000
D! #0000 D} +D/f'+Dl, >BP0O0OO
0000000000000000
o T
Fi](Ki]?Xi]) = Xi]fl b Xz']Jrl'
00 2.3. 000D #0000 DI, #00000D! + DI, + DY +
DIy >BY0O0OO
0000000000000000

o P - -
FI(K], X))@ Flo (KL, X)) = X7 @ X/

gbobooboobobboaobgaoog

00 21.d>400008P00 FOODOOOO dOOO Type-200
O Feistel0000DO0000000 600000000 BP+BPOOD
O active S-box 0000000

Ub. 0obobebO0D0OD0OO0O0ODOODOD6OODOO0OOO0OOO
ooboobbooboooboogb 2900000600000 DDO0O0O 3d
oorOoo0Obb0O0bOOO0obDOoOooOooood0b0oboboonDooo
oobodbroboobobooooooboobooobooobogo F
ooooboobobooobogbD 280bob0ooouobobooobo d=6
ooo0:000000000e6000000D0O0DOOOOO0OO

oo 2100003000000 4000000 FODOODOODOO
O00000000000000 FOOOOOOOOO 2900 (a+2)
000000 (e+3)0000000O0OO
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020 0000

0 1 j j+1 j*+2 dr2-1
F, " F, F, - F, e F, F, "
F 21 art = it arl = art Fit T 022 art
at+2 Can a+2 at+2 i at+2 o a+2 a+2 c a2
Fd22 ars F o2 ] i ars i ars = T F 023 a3
a4 oz atd a4 i at+d ci atd atd c s
a+5 a+5 a+5 a+5

0 2.9: Type-2 000 Feistel 0O (ODOO)

CASE1 (0300000000000O0OOODOOOO)
g30booboobooooobooogn DZHQ#ODDEIDDDEIEI
goog 220 230000

Dl ,+Diti+ D) > B, (2.1)
. o o o
D)+ D) +D I+ D)o >BY . (2.2)

1A DDDDQé#ODDDDDDQBDDDDLJ+D£§ﬁPﬁL+
j— 2-1 j

D/ >BP000D00000000 (21)000000Y %" Dl >

BP+BPODOODOO

1B 000D),;#0000000 22000D; 5+Di,+D;,, > B
00000000000 (220000008 %% D! > BP+BP

1=a
gooogog

1IC 000D) =D}, =000000D/3=0000000 220
oop/,=D) ,#000000000 220 D),,00000
L -

DY i+ D) s+ D> B (2.3)
0000000 (21)0 (23)00 D/,,00000000000000
D!, =00000000000000000000000. 0OOO
Sy A DI >2x BP > BP + BPODOOOD
0o D) ,000000000000000000000000000
0000

CASE 2 (0400000000000O0OCODODOOOO)
000000000000 000O0O0D0 CASE100DOO00DOOo0ood
gogd O
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020 0000

Type-2 000 Feistel 00000 active S-box

0000000000 F 000000 active S-box 000 L OO0OD
Type-2000 Feistel 000 0000000000000000000
0000000000

U0 24. 000000000000O00O00O0OO0OOO0O FOOOOD
000 active S-box0O00D0000DOOOO

gboboobooboobooobobooobad

1
ub 2.5. 000 S’DDDLJ Lf+1,Lg+2DDDDD

o Ll=IL],=L,=00000

o LI+ L, +L,>B0000000000000000000
Dooo

gboboboobboooboobooog

00 2.2.d>4000. SPO0O FOOODOOODO 4000 Type-200
O FeistelOODOOOOO0OO0OO0 600000000 2><BQL|:||:||:||:|
active S-box 0O 00O 0O0OO

ob. 00 2100000 «00000D00DOODODOOO 600000
OO0 active S-boxODOOOOOOO

002400 3000000000 400000b0D0b0bDO0bObDOOoD
00000000 FOOOODDOOOOOOOOOOODOOOO0O(a+2)
000000 (e+3)0000000O0O0OOO

CASE1 (030000000000000000000D00)
03000000000000000000000 L) ,#000000
1
DDDDDDD25DDDLﬁy+%H+L%3>BLDDDDDDDD
D00000030000000000000000000000000

oooo
o L{I+L”+1+LG+Q>BQ
o L'+ )T+ LY, > Bf

o Ll s+ LI i+ L) %>B%
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020 0000

000000000000000000000000000030000
0000000000000000000 25000000000000
300000000200000000000000000030000
0020000000000000000Y 82571 >2xBf O
0oooo

g L£+2DDDDDDDDDDDDDDDDDDDDDDDDDDD
goog

CASE 2 (0D40000000000000OOOODOOOODO)
00000000 O0O000DODO0O0OO0 CASEl1l0DoOoooOooooo
uodg O

234 0O00O0OO0OOOO

OO00D00OD0O0 Feistel DODOOOOOOODOOODOOOOOODOO
0000000000000 FeistelOOODOOOOODOOOOOOO [64]0

23,5 U000obbObOoOoooon

active S-box 00 0000000000 OODOOOOODODO (6400
ugboogogood

1. 000000000000 D/ (000 L), (1<i<r)00000
00000000000

o D) (0DD LHDDODOOOOO0O0O0OO0000000000
0000000000000000000000000000
0000000000000000000000000000
000000D! 1<i<r) 000000000000

2.000000000000D00D0ODODbOD

233000000000000000000000000000000
000000000Type-2000 Feistel 00000000000BYP =5
00 D! #£00000000 21000 D} +D* +D!, <50000
000D00000000000000

0000000000000000000000&87xz000000 R
000000000000000NFO00000:000000000
000 FOD00000000000000F,%,-,FNr, 00000
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020 0000

]—"diﬂ-:FZJDDDDDDDDDDDDDDDDDDDZ-D L, 00000
FOO /000000 active S-box OO OO OO active S-box OO OO0
00000 active S-hox 000000000000 240000000

024 0000000000

INPUT: R (00000), ST (000O00D)
OUTPUT: STrOO0D0OODODO active S-box O

uag:

Step 1. 00O00O0OO0O0ODODOOODODOO LB=x
Step 2. Func(1) 00 OO0

Step 3. LBOODOOODO

Func(z)

Step4. 00 z=NFr+10000000000:
00 LB>YED, 000 LB« Y 'FD, 000

Step 5. 00 2 # NFr+10000,;=000 m0OO0000000000:
D,=;00000000000000000000
0000000000000000

0000000 OoOKOOOOO Fune(z+1)00000

000000 Fune(zx) 00000000 DO0OODOOO active S-box
Oooooooopooop, 0 £;,0000000000DOCO0O000ODOO
ugboogooao

gbogbobgouoooobobobobouobobobobobon
obobooobbooobbooobbooobboobboooooon
OO0 m=4,d=4000 Type-20 00 Feistel OO OOODOOOOO
vbobooubooobobobobuobaoboobobobobobg
gbooobooboobooboooboon

23.6 UJU0O00OooobOooooon

gboboboboobobobobobobooooobobobobon
gboobobobooboboboboboobg 2500000000
bobobobobooooboobobobobobobobobon
OO00O0OO0DO0o0D0o0oDO0bOob00OODODDO active S-box OO OO
gooooon
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020 0000

0250000000000

INPUT: R (00000),STx (000OO00D)
OUTPUT: STrOO0D0OODODO active S-box O

Main:
Step 1. 0000000000 DO0OOO0O LB;=c (1<i<R)
Step2.¢+=100 ROODODOOOOOOOO:
Func(1,7) 00000
Step 3. LBrp OO OODO

Func(z,r)
Step4. 00 x=NF,+100000000000:
00 LB, >y YrD,000 LB, « ¥y D, 0000
Step 5. 00 ¢ # NF,+10000;=000 m00000000000:
D,=j00000000000000000000
0000000000000000
0000000 O0KOOOOOOO00O0O0OO:
Step 5.1. 00 z ¢ {NF[1<k<r—-1}0000
Func(z+1,r)00000
Step 5.2. 00 z € {NF,[1<k<r—-1}0000
;0 z=NF, 000000000
S D, + LB, < LB, 000000000
Func(zx+1,r)00000

Step b.2. 000000 0OCOOO0OOOOOOOOOO 00 FOOD
OO00O0 active S-box 0O O0OOO0O0ODOOOOOOOODOOOOOO
gbobooboboboboboooooobobobobobobg
vboboboboboboooobobobobuobuobobobobo
vboboboboboooooobbobobubooooobaoboan
oooobooboobobbooboboobbooboboono 5000 m =4,
d=4000 Type200O0O Feistel OO OODODOOOOODODOOOODO
gboboopooooooobooobobobobobobonboobo
googooood
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30 otuug

00000 CLEFIAODODOOODDOOODODOOCLEFIAODODOOOO
gboobooooobooobboooobbobooooooobooobobg
O0OO0OOCLEFIACOOODOOOOOOOOOODOOODODOOOCODODOD
000000000 CLEFIADOODOOOODOOOODOOoOOobOogooo
0000000000 CLEFIADODOODOOODOODOOCLEFIA
gbooobooboboo 2000000000000

1. 0000 (Differential Cryptanalysis)
2. 0000 (Linear Cryptanalysis)
3. 000000 (Differential-Linear Cryptanalysis)
4. Boomerang 0 O (Boomerang Attack)
5. 00 Boomerang 0 0 (Amplified Boomerang Attack)
6. Rectangle 0 0O (Rectangle Attack)
7. Truncated 0 0 0 O (Truncated Differential Cryptanalysis)
8. Truncated 0 0 0 O (Truncated Linear Cryptanalysis)
9. 00O0O0O0OO (Impossible Differential Cryptanalysis)
10. OO OO0 (Saturation Cryptanalysis)
11. 0000 (Collision Attack)
12. 000000 (Higher Order Differential Cryptanalysis)
13. 0000 (Interpolation Cryptanalysis)
14. XSL O O (XSL Attack)
15. 00D0DOD0DO (x? Cryptanalysis)

16. 000000 (Slide Attack)
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030 00000

17. 000000 (Related-Cipher Cryptanalysis)
18. 00000 (Related-Key Cryptanalysis)
19. 00O Boomerang 0 O (Related-Key Boomerang Cryptanalysis)

20. 0 OO Rectangle 0 0O (Related-Key Rectangle Cryptanalysis)

00000000000oO0OOoOoUoboOobDboObboOoDs100dg CLE-
FIAODOOOOOOOOOoooooooooos320000000000
0000 CLEFIAOOOOOOODDODODODOOO

0000000000 12800000 CLEFIAODOOODO (180 0)12
000019200000 CLEFIADOOODO (2200)13000025600
000 CLEFIADOOODO (2600)1400000000000000O
gobooboooooboobobobobooooboboooooobon
O00CCOOOO0O0O0O0O CLEFIAODODOOODOOOOOOoOoooooo
vboboboobobobobuoboooobobobobobobg
googoon

31



030 00000

3.1

o0 I—00000n

OO0O0OOCLEFIAODOOODOODOOOOODOCOOODOOOOOO
ugboodgbogoooooo

1.

2.

10.

11.

12.

13.

14.

15.

goog

good

goobooo

. Boomerang 0 [

0 0O Boomerang [0

. Rectangle O O

Truncated O O 0O O

Truncated O 0O 0O O

gooaoo

goog

goog

gooaoo

good

XSLoO

gooaoo

3.1.1 0000

00000 Biham O Shamir OO0 O0O0O0O00OO0OOOCOO0ODOOOO
00000000000 [o,11jJpo000ooo0o0ooooooooo

gooobooboooboboo2000000

1. 000000 (random permutations) 000 O000000COO

(differential) DO OO OOOOOODO

2. 000000 (random permutations) 0000000000000
O (differential characteristic) 00000000000
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030 00000

goboooboobbogooooooo1ooboobooboooboog
000000000000 0bOOoO0oDbDOoOooOoSspNOOOODOODOO
00000000 HongODOOOOOOOOODOO [26)J0CLEFIAODOO
O00SPNOOOOODOODODOAESO FOXOOOOOOODODOODOO
O0o000oooooo [22,29]0

gbobolgbobobobobooooboboboboobon
OO0D0OO0O0O000 active S-box DO OOO0OOOOOOOODODOOOO
O000000000D00D00 AESO CameliaO0DODOODOOOOO
0 [3,22[000000000000000000O0C0DODOO0O0OEODOOO
O0o0oobobboobooboboodrbdDaemen O Rijmen 0000
0000000000000 000 [0oo00ooooooooo
vbobobobobobuobuooooboboboobooooboan
gboboboboboboooooobobobobobobobon
goooboobobobooboon

active S-box

O0000o0o0OO0oOoOoOonoDDOn active S-boxO0OOOOOOOO
O020000000000000D000O active S-boxODOOOOOOO
O000D0O0O0ODO0O0O000ODODOOO0 active S-boxOODOOOOOO
vbobobobbobobuobuoouoboboooboobobaobobo
goboboboboboooooooooboboboboboonbooon
gboboboboboooooobobooobobobobbooooobo
O00CCOOO0OO0OO0O0O0O0OoOO CLEFIADDDOODOOCOODODOO

02100000000000000 CLEFIADOAO active S-box O
00000000 ‘bsM(D)y 000000000000 000000
0000 rO0 CLEFIAODODODOODODO active S-boxOOOOOODOO
gog

ooooooboboooonoonog S-boxdOonoOd

00000000000000000000 S-boxO0ODOOO0ODO0O
O0OOCLEFIAOO 2000 S-box So 0 S, 000000000000
0000 DPS, =274 pps —27600000000000000
OO0 CLEFIADODOODOO0OD00O000000000000CLEFIADDO
00 S-box0 (000000000 0=000000000000)8,0

goooboobooobooobooobooo
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030 00000

good

02100120 CLEFIADOOD 280000 active S-box 000000
00 S 0000000 DR 027400000000 120 CLEFIA
0000000000 DCPLZrownd < 928x(=4.67) — 9=13076 OO0
000000000000000000000 120000000000
0000000000000D00000000000 DCP,: 0000
200000000000000000000000000000000
100000000000 2800 active S-box 00000000 27467
00000000000000000000000000000D200
OOD0OO0OOCLEFIADDOOODOOOOODDDODO § 000000
00000000000000 CLEFIADDOO0DOOO0DOOO0DDO0
00000 12000000000000000000000000000C
00000000000000000000000000 CLEFIAOD
0000D0000000D000DOO0O0D0DO

3.1.2 0000

00000000000000o0ooooonoonooooonooooog
D000 43)000000000000000000000000000
00000000000000000000 active S-boxd 0 S-box OO
00000000000000000000

0210 DSM(LY 0000000 0000000000 00
CLEFIAOODODOOODO active S-box 000000 00ODOOOCLEFIA
0 S-box So0 $; 0000000000000 LPY, =27438 LpJ =
2600000000000 00000000000000O000000
00000000 S-boxO So000000000O0OODOOO2.100 12
0 CLEFIAOOO 300000 active S-box 00000000 S-box OO
OD000120 CLEFIADOOOOOOO0O0 LCPIZround < 930x—4.38
2~1310 00O O00O000000 3000 active S-bhoxDO0 OO OO0
D000 274¥ 0000000000000 0000ooonooooog
O0O0OO0OOCLEFIADODOOOOODOOOOO 276000 s, 000
000000000000 CLEFIADOOODODOOOOODOOOODOO
000 12000000000000000000000

3.1.3 00OO0booo

000000 (Differential-Linear cryptanalysis) O Langford O Hell-
man 00 00000000000000O00OO00O0OO0OOOOO0O 410
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030 00000

0000000000000 00000000000000000000
O00000 p00000000D ¢00D0D0000D00O0O0DDOO0
00 p??00000000000000000000000D0DO00
active S-box 0 2000000000 22¢(-467 =993 0 300000
0000 active S-box0 10000000000 210x(-438) —9-438 7 5
000000000000 80 distinguishe 000000000000
000000000 0000000 distinguishe 000000O0ODODO
000000000 00000000000 distinguishee 000000
00000000000 00000000O0 CLEFIADOOOOOOO
O0D000000D000Oooooo

3.1.4 Boomerang [ [J

Boomerang U0 Wagner OO0 ODOOO0OO0OODOODOOOODOO
000000 0000000000000 000000O0 quartet O
OO0O000O00b0OO0O0DO0OD0OBoomerang OO OOOOOOOOO
O0000d0ooooOoo0odoooobOoOboOo 2000b0DOb00O0
ooobooooooogooo

nd00000000000000k0C0000000000O00OOCOCLEFIA
0000000000 E:{0,1}"x{0,1}* - {0,1}" 0 E;0 F, 000
O0000 E=E o 000000 E 00000000 o — BOEY
000 ¢U000D00~y—4600000000CO0OBoomerang 0000 Ey
Oooooooo (Ry,P), (P,P) 00000000 («— p) 0000
E,000000000 (Cy,Cy), (C1,C3) 00000000 (y—9)0O
oooboooboooobooooooo

o bLoP,=a00000000 (R, P)000000000000
000000 (Cy,¢,)0000

0o Co=Ch®d,C3=C106000000000 (Ce,C3)00000
000000000000 (P,P) 0000

o hLePRR=q00000O0O0OOODOODOODOO

ooooooobooo ke Ps=000000D00O0O000O 270
O0ooo00oU0ooofrEOO0O(R,P)0D0O0O0O0 («—p) 00000
(right pair) 000000 pO(Cy,C2) 000 (C1,C3) 0000 right pair
000000 ¢?0000000000000000 right pair 0000
uagooood

ETHCy) @ By '(Cs) = B = Eo(P2) ® Eo(Ps)
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030 00000

U0pd ReoP=a00000000000000000000 quartet
OU0O0b0b00000 quartetd Boomerang O OO OOOOOOOOODO
0 (pg)?00000000128000000000 CLEFIAO Boomerang
goooobooboooog

pg > 2%

goog

000 CLEFIAODOODO 2000 90 boomerang distinguisher (distin-
guisher I0distinguisher 000000000 3.1000000OCLEFIA
O distinguisher IDITO OO0 9000000000 OOOOODOOOO
0310000 III O distinguisher [0 100000000O00O0O00O310
000000000000 000Db00o0ooo0o0o0oooDd boomerang
distinguisher 000000000 90000O0OO0O0O0O0OO0O 2,30
00000000000000 CLEFIAO BoomerangO OO OO OOO
goooooooooooooooao

0 3.1: Boomerang Distinguisher

000 Ey o By =
I (Eo, Eq) | (3.5-round, 5.5-round) 9-round
(p,q) (< (274.68)27 < (274.67)8) (pq)z < 9—93.40
II | (Eop,Er)| (4.5-round, 4.5-round) 9-round
(p,q) (< (2—4.68)6’ < (2—4.67)6) (pq)Q < 911208

HI (Eo, Ev) (3.5-round, 6.5-round) 10-round
(p,q) | (< (27468)2 < (2746712 | (pg)2 < 2713076

000 distinguisher 000 0000000000000 O00 distin-
guisher ID000 E, 000031000 350000000000000
000000 32000000 a,b,c00000 ws(a) =1, ws(b) = 4,
wg(c)=40000000000000

distinguisher 10 £, 0000 32(0)00055000000000
0000000000 32000000d,e, f,g, h00000 ws(d) =1,
ws(e) =4, ws(f) =4, ws(g) =1, wg(h) =4 0000000000000
00000 HI0 B, 0000000 Odistinguisher 10 B, 000000
1000000000000 (0 3.2(0))0
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a

0
c 0 "'T

0 a

O 3.1: Distinguisher I 0 Eo O 3.500000

3.1.5 00U Boomerang ][

00 Boomerang 0 0 (Amplified Boomerang attack) 0 000000
0000000000 BoomerangD OOOODODOO0O0O0O0ODOOOO0O
00 [3200000000000000 (00)00 000000000
000000000000 BoomerangdOOOOOOOOODOD quartet
00000000000000

00 32]000-,0000000000000NDOODOOOO0
N22-(nt1)p202 00 right quartet 00000000000 DOOOO0O
090 CLEFIADO N =2'13900000000 100 right quartet
0000000000000000000000000000 28x400
00000000 2923900 structure 0000000 00 0O0OCLEFIA
000000 Boomerang 0000 29230 x 28 x4 =210230 000000
0000000

00 Boomerang 0 00000000900 000000000000
0000000000000000000 2,300000000000
00000000000 CLEFIADDDO Boomerang 000000000
0000000000000000

3.1.6 Rectangle [
Rectangle 000 00 Boomerang DO OO DOOOOOO g,v0 100

vbobobobboooobodgbdobobobobobuobuoooobooba
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f

d g
»T »T

d 0 g h

0 3.2: Distinguisher 10 E; 0 5500000 (0)0 110 E, 0 6.50
oooo (o)

000000000000right quartet 0000000000000 «
000 NOODOOOODOO N?227p2¢%2 00 right quartet 000000
00000000000 p,¢0000000000000

p= > P?la—p,  g= |3 Prly—dl. (3.1)
B Y

0000000 3.20 Case IIIO 100 0O distinguisher 0000000
00000000000000 3.20 Case III O distinguisher 0 0 0O
0000000000000000000 2720000000000
Rectangle 00000 0000000000000 DOOOOOOODOOO
000000000000000000000000000000ononon
000000000 CLEFIAO Rectangle 1000000000000
000000000000
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3.1.7 Truncatedd O OO

Truncated DO 000 Knudsen O OO OOOOOOOOOODOOOO
000000000000 [370Truncated 000000000 O0OODO
0000000000 DO0O00OC0O0OCLEFIADODODODOOOODOO
0000O0doO0obO0obO0obO00oO0obOobOobDOoooOobDO oD oa
0000 1000000 truncated 00000000 ODOOOODOOO
00000000 E20 Camellia0 000 OO0DOOOODOOOODOOO
00000000 [30,46,48, 720000 FO0O0 SPOODODOO Feistel
000 Truncated D00 O00O0O00O0D0ODOOOODODOOOOODODOOO
0000000000 CLEFIAO TruncatedDOOOOOOOCOOODO
oooodoooooad

O00O0D0O0OE20 Camelliad CLEFIAOOD Feistel OO O OO0
O0000OE20 Camellia0 00000000 OOODODOODOOTruncated
00000000 E20 Camella0O0OOO0OOE20 SPSO0OO FO
O0000Camelliad SPOO0O FOOOODOODOOODODOOE20
Camellia 00000000000 E20000 700 truncated differen-
tial 0 FL/FL=' 000 Camellia0 000 900 truncated differential 0
00 [30,46,48,72]0 Camellia0 000 2000 SOOOO0OOO O Trun-
cated 0000000 O0OODOOODOOOODOODOOODODOOO

FOOOSPSOOOOO CLEFIAO CLEFIA+SOOODOOODOOO
0000OrFO0OD00ODOO0O0ODODOOO0DOODOODOODOOO0ODOODOOn
0000000000 CLEFIA4+SO CLEFIA+S-DOOODOOODOOO
0000000000 DOO00DbO00oO0O0100000d CLEFIA+S-D O
000000000 truncated differential 00 000000000000
000 CLEFIA+S-D 0 90 truncated differential 00000000000
E20 Camellia 0000000000 CLEFIA-D O Truncated 0 0 00O
0000000000000 b000000DOO0oDoOooDoOooDOo bSM
00o0dooooooooobooooda

0000 Truncated D00 O0D0O0OO00O0O0OO0OOOODOODOOOODOO
0000000 CLEFIADODOOOO0OO0OO0OD0O0ODO0ODOOD0O0OO00OO00

3.1.8 Truncatedd O OO

Truncated OO0 000 Camelia 0000000000 OO0OCOOCOO
00000000000O00O00oO0Oo0oO0OoOUD RIOooOoOooOoo
000000 440000 Truncated 0 000000000 0O Truncated
gobooobboooooooooboobooooooooobooooon
CLEFIAO DSMOOOOOOOOD TruncatedOODOOODOOOOO
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030 00000

oooooooobooobooooobSsMObObDOoOoOooOoOoOooon
googogoooo

3.1.9 000000

gobooobooobooobobboOobbboOobbOOoboboooboog
gbooboboboboboboboboooooooboooobobon
00000000000 0oooooooooo 8O

CLEFIAOOOOO 900000000 0OoooO [r0)0

9r
o (0,a,0,0) 4 (0,,0,0)

o (0,0,0, ) 32; (0,0,0, @)
00032000000 «€{0,1}¥000000000003.30100
09000000000000000 + 000000000 000
000000002000000000000000000000000
00000000000D0000000000000
CLEFIADOOO00000DOD 90000000000000000
00000000 [70)00320000000000000000000

0 3.2: CLEFIADODOOOOOODOO [70]

oo 00 00000000 |00000 (000
10 | 128, 192, 256 0 21017 2102
11 192, 256 0 2103.5 2188
12 256 0 21038 2252

[70)00000000000000000000000000000
000000000000000 [73,78,79,83,86]0

Wang 00D ([70] 000 900000000000000000000
00000000000000000000001280000 CLEFIAD
1200001920000 CLEFIAD 1300002560000 CLEFIA O
140000000000 [83]0
000000D0000000000000CLEFIADOOODOOO
DSMOOOOOOO0OO0D0O00D0000000 900000000000
0 [79]0

9r
o (O,am,0,0) 7L> (O;aouho?O)

40



030 00000

Contradiction!

033900000000

9r
o (070707a’in) 74 (anyouaout)

00032000000 aip, ae: 00 3300000000 0 3.300 a,
bOOOOOOOOD 8O000O0O0ODOO0

00000090000000000000 SbexODOOOOOOOO
000000000000 (0000)0000000000000000
1280000 CLEFIAOD 1200001920000 CLEFIAOD 130000
256 0000 CLEFIAQ 140000000000 (7900000000
00000 [78)000032000000 aup, aee 00 34000000
000000000000000000000000000000000
0000000000000 000000000 340a,b,c0000
000080000000 D0OO
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0 3.3: i, 00y 1000000000 [79]

Qin oyt

(0,0,0,a) | (0,0,b,0), (0,b,0,0), (b,0,0,0)
(0,0,a,0) | (0,0,0,b), (0,b,0,0), (b,0,0,0)
(0,a,0,0) | (0,0,0,b), (0,0,b,0), (b,0,0,0)
(2,0,0,0) | (0,0,0,b), (0,0,b,0), (0,b,0,0)

0 3.4: qin, 0oy 1000000000 [78]

o770} Qout
(0,0,0,2) | (0,0,b,¢), (0,b,0,c), (b,0,0,c)
(0,0,a,0) | (0,0,b,c), (0,b,c,0), (b,0,c,0)
(0,a,0,0) | (0,b,0,), (0,b,¢,0), (b,c,0,0)
(a,0,0,0) | (b,0,0,¢), (b,0,c,0), (b,c,0,0)
(0,0,b,c) (0,0,0,a), (0,0,a,0)
(0,b,0,c) (0,0,0,a), (0,a,0,0)
(b,0,0,c) (0,0,0,a), (a,0,0,0)
(0,b,c,0) (0,0,a,0), (0,a,0,0)
(b,0,c,0) (0,0,a,0), (a,0,0,0)
(b,c,0,0) (0,a,0,0), (a,0,0,0)

20100 100000000 CLEFIADOODODOOODODOOOOOOD
000000000000 oO00o0oOoOoooooD ooooood
goooogog3sbonog

O00D000O0000 s\wnOOO0OOOOOODOODOODOOO
(0000000000 DO0bODOO0ooOoUo

000 Inscrypt 2008 0 0 Zhang OO DO OO OOO [r9) 000000
oo oboboooboooobbobobooobbooo 1280000
CLEFIAOD 4000000000000000OO0O [86)UCLEFIAODO
OO0 Pre-proceedings U000 O0O0DOD0OO0OODOOOOODOOOOODO
000000000 [85]0Springer 0000000 Proceedings [87] 0 0 O
vboboboboboboooobobbobooobobobobo
vboboboboboobuobooooooboboboboooooan
gog

O0O0O0O0O0OO0 CLEFIAOOOOOO0O00O0O0oOoOoOoOooOoooo
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0 35 CLEFIADODOODOOODOOODOOOoOOO [78]

00 00 00000000 |00000 |000 |000
12 | 128, 192, 256 0 21110 PARE 281
13 192, 256 a olL8 2155 o112
14 256 0 2112.3 2220 2113

gbooboobooobob 3dsuboobbooboboboboonobon
CLEFIAODOOOOOODODOOOOODOOOOOODOOOODOO
goooboooonf

3.1.10 0OOdO0O

0000 (Saturation cryptanalysis) 00000 DaemenO [19]000
000000 Square 000000000 O0OODOOOOOOODOO “O
00000 (Square attack)” 000000000000 O0O0O00O0OOO
multiset 00000000 0OOOOO

gbogbooboobobbaoood

000000000000000000000000 (00000000
0)00000000000000000 AESOO000000000 [23]0
CLEFIADOOOO0O0O00OO0OO0O0O00000000000000000
0Doo0O0oO0o0oooo

X ={X;|X; €{0,1}8} (0<i<28) 025600 80000000000
X;000000000000000

o Const (C) : 00 Vi,j X,=X,000000
o A1l (A):000Vi,j i#jeX;#X;,000000

o Balance (B) : 00 @HX; =0000000

2

o Unknown (U) : 00000

ooboOog2600000100000 A11000000000 Const
OO00O000O0O0DOO0O0DO000O000OoOOos0 CLEFIADODODOO
gooobooobooboobo
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030 00000

o((CCCC (CCCA (CCCC) (CCCO)
(UUUU) (UUUU) (BBBB) (UUUU))

6 ((CCCC (CCCC (CCCC) (CCC A
S ((BBBB) (UUUU) (UUUTU) (UUU V)

ooogooocccecampoCecao,caco,accouoo
O00000DO0OO000O0OO0O00O0s0 CLEFIAODOD 8OOCOO
gboboboboobooboboboob 34b0000bobobonbg
ubbodbbuodbibd BalanceU O OUOOnOuoooooon
OO0O50 CLEFIADOOOOOOOODOOODOOODOOO

(cccce) (ccca (ccce (ccco

(UUUU) ((ccCcA) |(BBBB) |(BBBB)

TR

(UUUU) (UUUU) (BBBB (UUUU

0 34: 50 CLEFIAOOOOOO

70 CLEFIAOOODOOOODOO

0000000000000 00000000000 5000000 2
0000 (03500)000000 RK,pO RK,3s0000000000
poooooooo c¢”, ef”, ¢ ooooo0 RKy, RKy300 50
00000 320000000000000000(@BBBOOODOD0
0oooo
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030 00000

(Uouw @WUUUL (BBBB (UUUDUV

RK19

S

lew
MT MT
™ o ) )

O 35 70 CLEFIAODOOODOOO

00000 (RKy, RK13) eKO000000000000O

1. 00000 RKy, RK130000000 kguessio, Fguessiz 000
god

2. 0000000000040
o JUOOOO0OOOUOOODODOOOOOO
Zi:Fo(kguessl?ncg))@c;g?)

goooooogo
Y;:Fl(kguessloazi)@c(()n

DDDDKDDDDDYzEBEDDDDDD
7
3.00Y =0000000 kyuessio, kguess1s 000000 RKg, RK 13
0D00000Y #000000000000000000000
0oooo

0000000000 000000DDOO00000 2732000000

00260000 300000000000 1000000000000
000000000 2%x28x28 =280 00 FOOOOOODOOOOOOO
00000 12800000192000002600000 70 CLEFIAQ
O000o000ooooo

gbobobuooooooboboboboboooboobobaobo

gboobooooooobobobobobobobobobobobob
00800000 200000000D0ODOOOO0OODODO CLEFIAO
gbogboobouodaboooboooboon
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030 00000

2000000000000000000000

00,3200000000000000000000
X ={X;|X; €{0,1}*?} (0<i<2%)022003200000000
00X, 000000000000000000000000

o Const (C) : 000 Vi,j X;=X;000000
o A1l (A):0000Vj i#jeX,#X,000000

oBamw(m:DDQ)&ZODDDDDD

2

o Unknown (U) : 00000

0000000060 CLEFIAOOOODODODODDOOOOOOODO
goooo

c(cAacoZ®UUUY
cccechZwusuy

0000000000 3.600000000000000000000
00000 Balance 0000000000000 0D060 CLEFIA
0000000000000000000

00006000000 800000000000000000000
D0D00700000000000000000000 A0 A110
D0 640000000000 Ay = Aogeay | Aoy 0000 20000
00D0000000000000000000 700000000000

r

O (C C A0(64) A1(64)) — (B U U U)

o (Ag(es) Ay C ) 5 (U U B U)
00000000 200000000000000000000000
000000100000 C Agea) Aier)) O (C Ageay A216ay O O
0000000000 Ayeqy | Aqee 0 A11 0000 (C Ageay A’1(60)
o0 2¥200(AcCcCIDDDDDDONODOOOOD30000000
000000 2¥20000000000000000 600000000
00000000000 BalanceO OO OO OOOO
8§0000000000000000000000AwsOd A11000
960000000000 Awgsy = Aogos) | A1(es) | Azee) 0000 3000
0000000000000000000000 80000000 oooQ

8r
o (Agge) C A1(g6) A296)) — (B U U U)
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030 00000

U
Fo~&® »T

B U U V)

0 3.6: 60 CLEFIAOOOOOO

o (Ag(96) A1(96) A2(96) C) LN (UUB W

Ooo00ooooOo2%0ooooooooooon
0000000000000 9000000 10000000000

90 CLEFIAOOODOOOODOO

gosgoboooooooilioobobooybogobooonog RKy, 00
good

1. (Ages) C Ai(os) Asee) 00000 20000000000

2.00000 Cég)DDDDDDDDDDDDDDDDDDDDDDD
03200000000 LIsTO0000

3. 00000 ¢Y000002%000000000000000Y
0000

4. LISTOO0OOO0ODODOO L eLISTOOOOOO RKy1;O0D00O0O
kouess 100000000000
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Z = @Fl(kguessa lz) .

© Z=YODO0O0Okguss0 RK;;0000000Z4#Y 0000
kquess 0 RK1;0000000000000000

0000000000 000000D0DD0O00000 2732000000
go260000 300000000000 1000000000D00
0000000000LISTOOO0O0OO000 22 00 F0000000
oobooobooboo 12800000192000002600000 9
O CLEFIAOOOO0OO0OO0OOOODOO

100 CLEFIAOOODOOOOOO

00000 8000000000 200000 901000000000
RKi;, RK;s 0000000000000000O0 3110000000
0000070 CLEFIADDODOOOOOOOOO

00000 (RKy7, RKis) eKO00O0O000000O0OO0O

1. 00000 RKy7, RKis 0000000 Kguessi7s kguessis 000
god

2.000000000000

o JO0OOOOOOOOOOOOOOOOOO
Zi = FO(kguessl&C(()lO)) ® Cflo)
ooooooooo
Y; = Fi(Kguessir, Zi) & C”

DDDDEDDDDDY:GBKDDDDDD
)
3.00Y=0000000 kyuessi7, kguessis 10000000000
RK.7,RK;s0000000Y #£000000000000000
DO0oo0O00O0oon

000000000000000000000000 2732000000
gbo2600000 2000000000000 10000000000
00000000000000000000 (64000)00002%20
0 /RODO0O0002%200 AO00DO0OD0000000ODOOOOO0

48



030 00000

222 00 FOOODOOOOOOOOOOOO0OOO0ODOO0D00 12800000
192000002600000 100 CLEFIADOOOOOOOOOOOO
0000000 CLEFIADDODOODOODOO0ODO0OD0O0OOO0OO0DO0O0O
000000000000000000000000000000000
20300000000000000000000000000 CLEFIA
00000000000000000000000

3.1.11 Gilbert-Minier 0 0 O O

Gilbert-Minier 000 000000DOO0ODO OO Gilbert O Minier O
0000000000000 [25]0Gilbert 0 Minter 00000000
O00ORijndacl D0 OO0D0O0O0DOODOO 40 distinguisher 0000000
00000000000 CLEFIAODOODOODOOODDOOOOOOd
OORindael 00 O00D0OD0OO0OO0ODODOOOO 600000000D00O0OO00
Gilbert-Minier 000000 7000000000 O0OCLEFIAODOOO
0000000000000 00000CLEFIAODODODOOOOODOO
0203000000000000000000O00D0O000O0O CLEFIA
O Gilbert-Minier 0 000000 O0DODOOODOOOOOODOO

3.1.12 OOOdogn

0000000 KnudsenOOOOOOOOO [28,37,40)0 00000
Oodddoodooobodooouoooooboooooboooogno
dddd0d0do0oooooo0o0o0oooooo dooooooooooa
00000+ 1)0000000o000000O0O0O0O0bOOOOooOO

CLEFIAO S-box So 0 S;000000000000OO00O 60 700
0000000S-box S, 0400000 S-box S$Sp, S5, S8y, S50 00
000S8sS; : {0,1}* — {0,1}4, SS;(x0, 71,22, 23) = (yo,y1,%2,y3) O 00
y; 000 (z0,21,22,23) 00 0000000000000

deg(y;) =3

000000<4<3000000000000000008,:{0,1}®—

{0,1}8, So(zwg, 21, ..., 27) = (Wo,y1,---,y7)000y; 000 (20, 21,...,27)
Ooo000o0ooooboooooan

deg(y;) =6

goboboLyL7oogbooboobooboooooooobog
uboogogn
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030 00000

S 0GR 00000000000000008000 S-boxOODOMO
000000000000000; :{0,1}® — {0,1}8, S1(xg,21,...,27) =
(yo,v1,---,y7)000y; 000 (x0,21,...,27) 000000000000
000

deg(y;) =7

000000<;j<700000000000000000000000
oDoooooo
0000000000000000060000000000 S-boxO
00000000000000000000000000000000
CLEFIAO 300 S-box000000D0 63>128000000(d+1)
0000 00000000000000000000000000000
CLEFIADOOO0O000000000000000000000000
0000 CLEFIADOOOOOOODOOOOO000000000000
oooo

3.1.13 0000

00000 Jakobsen O Knudsen 000 [28) 00000000000
000000000000000000000000000000000
D00000000000000000000000000000000
000 NOODOONOOOODOOODODOODOODOOOODO00O
0000000000000 0000000000000000000
0000000000000 00000000000000000000
000000000000000000000000000000000
0000D000000000000000000000 NOODOOO
O0ONDOODODOODOODODOOOODODO0O0ONDOOODOODOO
000 NOODODOOODDOODOOOOO0O0DOO0000000000
0000000000000000000000000000

CLEFIA O S-box So0 $;00000CGF2Y) 00000000000
000000008, : GF(28) — GF(28), So(z) =y000y0 2000
0000000000000000000000000000 244000
Ooo0o0ooon

S-box $; 0000008 : GF(2®) — GF(2%), Si(x) =y000y0 =
0000000000000000000000000000000 252
DoO000o0O00ooon

Sy, 51 00000000000000GF(2)00000000000
0002550000000000008,,5 02000 S-boxOOOODO
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030 00000

OoooooooOogo s-bexOOOooOOOOOOOoODODOOOOO
ogoog
000000000 CLEFIADOO0O0O0000O0O0ooooooO

3.1.14 XSLODO

Sbox0000000000000000O0DDOOOOODOOOOO
0000000 GF(2)000GF(2?)0000000000000000
0000000000000 overdefinedD (000000000000
000)0000000000000000Courtois O Pieprzyk O 0 O
D000000D00000000000000000000 [18]0

00 O 0O Courtois O Pieprzyk 000 [18] DOOOCLEFIADOOO
CLEFIA-I0 XSLOOOOODODOO0D0O000000000 XSLOooOd [29]
000000000000000000000000000000000
00000000000 000000000000

CLEFIA-I0OCLEFIA 00000 4-bit S-box S5y, SS1, SSa, SS3 0
0000 I00000017:{0,1}* —{0,1}*, I(x) =200000000
00000000000 D0O000

0000000 4-bit S-box0 XSLOOOODODOODODOODDOOOO
O0OOOOCLEFIA-IOOOOOOO CLEFIADOOOOOOOODOO
00000000 000000

Courtois 0 Pieprzyk [18) 00 000XSLOOOODOO00D0DO0OO00OOO
DoooDog

S.
T”wﬁhT%(t—mP(;?) (3.2)
00
o T: 0000000000000

w: gOoogoogooooog

o

e}

t: S, 0o0oooooooooon

e}

pr OO0 O000bOoooooo

o

Smy: 00000000 S-box OO
o P:O00000ODO (OO)

ogoog
O00sO0000000 S-boxO GF(2°) 000000 O0OOOODOODOO
U000p=3s—100001000000000000000 1-27°0

o1



030 00000

0000000000000 0000 [8oeuooooooogt=381
000 p=23000000

00 S,wouooooooooo s-box 510000000000 12800
OOOOOCLEFIACOOO r0 180000000COO FOODO 200
00000 F;0200 S-boxOOOOOOOD 20000-000000
gbodgbouoobooabooobadan

Sipy =2 x2x 18 x 2 =144

ooobo0 KO Loogobooooboooooboboooooo 2000
goo-obooobboobobooboobooboooboooog 192
ODOOO0OOOCLEFIAOOO »r0 22000085y = 2x2x22x4 = 3520
O00260000000CLEFIACOO r02600008j0y =2x2X
26 x4=41600000000000000 Kyg, Kr, Ly, LpOOOO
goooooobooboboboboo40b00000-0b00b0O00000
goooboogoooood

0000000 POOO0OODOOOODOOOODO 18029000 PO
gboodgbouodgoogod

O00D00D00D00000¢ =20000000007 =18, 22,260
ODO0P=80000

Courtois 0 Pieprzyk [18] 0 w 0 O O Coppersmith 0 Winograd [17] O
D000000000000000 w=237600000000[18]00
D007 0000000000000000000D000000000
0000000000000 00D0D0000000000000000
0000000000000 00000D000000000000000
w=23760 w=30000000000000000000000

D00DO00 (32)000r =180 CLEFIAI 0000 (COO0DOO
00000)0000 7 =818("gY) > 290+ = 29 gpooooUooo
0000000000 7236 =226000 73 =22@0000r = 22
0 CLEFIAI 00O0000T =818(°7) > 250+52 = 2120 pgpooo
00007236 = 222000 72 =2200000000r = 260
CLEFIA-I 0000007 = 818(4°) > 2%+ =2popoooooo
00 7236 =22"gpoo 73 =23200000000

00000000000 36000000000000000000O0
000000000000000000000000000000XSLO
00000000000 0000000000000000000000
000000000 [42,51]0
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O 3.6: CLEFIA-IODOO XSLOOODODOOODOOO

w=2376|w=3
r=18 2216 2273
r =92 2242 2306
r =926 2247 2312

0000000000000000 S,0000000000 CLEFIA
0000 S 0XSLO000000000000000000000000
00000000000000000 CLEFIADOOOOOO XSLOO
0000000000000000000000000

O0O0O0GF(2)00XSLOOOO0OO000000000GF(28)00 XSL
00000000000000000000000 (18000000042
000000000000000000000000000000000
000000XSLOOOO0O000000000000000000000
0000000 XSLOOO0000000000000000000S,
$,020008box0000100000000 XSLOOOOOOOO
00000000000XSLOOOO0OO0O00000000000000

3.1.15 0Oodoggn

000000 (32 eryptanalysis) 0000 0000000000000
uaggooood

000000000 Vaudenay [80] 000000000 Gilbert O [24]
0 KnudsenO Meier [35] DO0O0O0O000 RC6000000O0 Knudsen O
Meier 0 0 [35] 0000000000000 15000000 (weak key)
oo 1voooobobboooooooo

ooooobooOoOg RrRCceOOoDOOORC6OODDOOOOOODO
0000000000000 000 CLEFIADOOOO0OO0ODODOOO00
000000000000 (correlation) 000000000 0OOOOOO
000D0D0000000000 CLEFIAOOOOOOO0O0OO0O000
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030 00000

3.2 000D II —0O0OO0oOoDoboboO

O0O00oDO0CO0O0oOOoDO CLEFIADOOOOODOOOODOOO

3.2.1 0O0OO0OO0OO

0000000 Biryukov Wagner O OO OOO0OOOOODOODO
000000000000 00OO00O0DOOoOOOO0O 12000000
vbobgbobobboobooboboboboboboooooan
OO000O0OOCLEFIAOODOOOODOOOOOODODOOODOOOODO
vboboboboboboooubooooobobobobobobdg
uboogogn

3.2.2 00O0OOOO

000000 (Related-cipher attack) 0 WuDOOOOOOOOOOO
000000000000 00000000000000000 [84]00
o0o0000000O0O0OOOOOOOOCOOOO0OOOOOODCDOOO
O00000000000000O0C0000000000000000
O000000000000000000000000000 ‘0000
00 (related)) 0000000000000 O00DO0OOO0OOOOOOO
Oooooooooooooooooooodgoodozoooon
CLEFIAO 256 00000 CLEFIAOOOOOOOOOOOOOOO0O0
00000000 0OO0OOoOOOoOoOoOOOOOoOOOOOOOO0OOO0
OOO0OOCLEFIAOOOOO0OOO0OOOO0O0O0OO0OO0O0OO0000O00O0
0000 [rj0o0000o000b00o0o00b00o0o0o0ooo0o0oaoa
CLEFIAOOOOOOOOOOOOO0OO0O0O0O0OCOOO0O0000O

3.23 00000

00000 (Related-key cryptanalysis) 0 Biham [7] 0000000
gooooobooogoboooboooboooboboobooboon
000000000000 000OD00OD00OD0 KelseyOO (3300000
00000 (related-key differential) 00000000000 0OOOO
goboogd20000000000 2000000000 DOO00O0O00
ugooobboooaooobooooaada

00000 (related-key differential) 000 000000000000
0(0O000000)00000000D0 ApOO0OOOO AcooOO
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030 00000

AKOOOOOOOO
IEII"([EK(P) © Exearx(P ®© AP) = AC]

1280000 CLEFIADOODOOOODOOODOOODO LO
GFN,1, 000000000 GFN,120 1200000 4000 Type-2
000 Feistel 0000000 210000000GFN,,,0000000
2800 active S-box 000 0000000000000000 DCPys <
928x(-4.67) — o-130.76 O OUODO0000D00 AKDO ALODOO
O0(AK - AL)DD0ODOO000O0O0 272 00000000000000
000000000 (AK - AL) 00000000 00000000000
ALOO0DDOOO0OO0ODODOOO0OO0O0DOOO00DOOO0 (AP,AC,AK)
0000272 0000000000000000000 LOOOOO
00000000 2000000000000000000000ALO
O00word0O0O0O0O0O000D (AK — AL)OO0OOODOODOOO
0000000000000 distinguisher 0000 word DO O 00O 3
000000 word00D00O000D0000O00O0OO0O0O0OOOO0OOO
000000000000000000000000000000000
ooo0

192000000 2560000 CLEFIAODDODOOOODOOOOOO
00000 (Lg,Lr)0 GFNs10ODODOOODODOOO GFNg100 1000
0008000 Type2000 Feistel 000000 GFNg1o 00000
00000000000000000000 230000000 GFNs1o
00000002900 active SShox 00000000272 00000
0000000000000000000000000 (AKL,AKR)D
(ALp,ALr) 00O00DO ((AKL,AKR) — (ALp,ALg))00DDODO0O
0027 2000000000000 (ALL, AL;)D0D0D0O000O0DODO
000000000000000000 (AP,AC, (AK,,AKg))OODO
02°'2000000000000 L, 0 LpO0000O00O0000000
00000 600000000000000000O0O0OO (ALL,ALR)
0000 word00ODODOOOO ((AKp,ALg) — (ALp,ALg)) OO
0000000000000000000000 distinguisher 0 12800
00 CLEFIA0DOOOO0ODOOOODOOO0OO0O0O0O00D00000000
000 CLEFIAODODOODOODOOODOOOOOODOOOOOOO

3.2.4 000 Boomerang [l

U000 Boomerang U O OO OOOUOOUOOOOOODODOOODOODO
gboboobobobgbgo20b0b0obobobonooobonog
gogogo
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030 00000

n00000000000KO00000000000Boomerang 000
OOOOCLEFIADOOOOODOOOO0 E:{0,1}" x {0,1}F — {0,1}"
0 E,0 E,00000000 E=F,0E000000000E,000
0 AK,ODODOOO p0000D0000 a— B0E 0000 AK,0O
0000 ¢00000000~—46000000000

000 Boomerang 0 00000000 400000000 (0000
000)0 Ke Ky, Ke, KgOOODOO

Ky, = K;&® AK
K, = K,®AK,
K; = K, AKy®d AK;

obooobooobooobonbon
o0 AP 0D0OOLODOODOODRAR=FP,eoc0d00000

o0 K,00000 P,0000000C,=Eg,(P,)00K,00
000 RO000D000 Cy= Eg,(P,) 00000

0 C.=0C,90,Cy=C,®o000000

o0 K, 00000C,000000P=FE;(C.)00 K,0000
D(%DDDDDDJQ:EEKMDDDD.

o PoFP=a000000000000000O0

000000000000000000000000 2700000
D0000DO0FEO00O00O0O0O0O0O0O0O0O0O0O0OODOODO Boomerang O
00000 p??00000000128000000000 CLEFIAOD
00 Boomerang 000000000 (pg)? >27200000 pg >27%
oooooon

000000000012800000000000000 GFNy1200
192/256 000 00000000000 GFNs;00000000000pq >
2~ 000000000000 00000000E, 000 E 0000
00000000000000000000000000000000
Boomerang 0 00 CLEFIAOODODOOOOODODOOOOO

3.2.5 000 Rectangle I [

000 Boomerang D O OO U OO Rectangled U0 00O 0O U UOBoomerang
O0O0O0 Rectangle DO OOOD0OOOODOOOO
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030 00000

CLEFIADOOOOOO0DOOO E0O000OOODOOOO00O00O,
S5, p, 4, Ko, Ky, K., K,00000000000000000000
Rectangle 0000000000000

oP,=P,®da00 NOOOOOO (P, R)0000000000
K, 00000 P,00000OOO C,=Ek,(P)00 K, 0000
0PO0000000Cy,=Eg,(P,)00000

o P,=P.®a00 NOOOOOO (P, P,)0000000000 K,
00000 P.O0O0O0OODOOOO K,00000 R,O00000O0
oooooo

o 00 (PP, P, P) 000000000 (Cp,Cy,Co,Cy) 000D
C,oC.=Cho(Cy=00000000 (quartet) D000

0000 000 NOOODODDOOOOOOO K, K, 0OODOOO
OON227"(pg)?00000000000000000000
00000 CLEFIADDDOOO000 (pg)? >272 00000000
0000000000000 2030000 Fy, £,0000000000
000 CLEFIADDOO0OO0O0DDDOO0O00O0DO0D000000000
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40 OOt

0000 CLEFIAODOOOOOOOODOOOO0OOOOOoOoOoOgo
gboogbooboobooboobooboobobon

4.1 0O0O0O0O0O0OOOOOO

OO00O0O CLEFIAODCOCOCOOCOOOOOOO0O0O0OOoooO CLEFIA
oooboooobobooobD coooooooboooobooooboooo
gogoooboooooooooooobooobobogn 410000
uod

0420 cOOOO0ODOOOOOOOOOOODbDOOOODOODOOO
oooopboobOobobbod dtscO000Donooonog

gobooooboobogooooooboobo 430000000000
O0D0000 Linux UOOODOO0OOO0ODOODOO checkstack.pl DO OOO
Oo0O0dobjdump DO UODOODOOOODOODLOODODODODOOOOOO
uod

044000000000 400000000000DOD0ODODOOO
000000000000 0O0O00000 200000000 450 2
vboboboboboboooooobbobooobobobobo
0000000000000 00000 12.9 cycles/byte (1.48 Gbps) O
OO000O0OO0O0OooocCcTROODOO CcBCOODOOODOOOOOOO
00000000000 20000000000011.1 cycles/byte OO
gooogod

4.2 O0O0O0O0OOO0OOOO

0000 CLEFIADDDDDODOODOOOODODOOOOODO128000
OO0 CLEFIAODOOOD 200019200000256 00000 CLEFIA
obobOo 10bobgoooobobobobooboboooboobooon
OO0000O0O ASICOO000OO0O0O0DOOOO0Dod

12800000 CLEFIAOOOOOOOOODOOOOOOOO0 200
gboooboobooboooboobobbob 100000 1000
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040 000D

041 0000000000

goono gooog oono (O] gooog
0ooo [GHZ]
1 AMD Opteron 2.6 Red Hat gce 3.2.3
Enterprise Linux 3
2 Intel Core2 Duo 2.4 Windows Vista Intel C++
(32-bit) Compiler 11.0
3 Intel Core2 Duo 2.4 Windows Vista Intel C++
(64-bit) Compiler 11.0
4 AMD Athlon 64 2.4 Windows XP Microsoft Visual
4000+ (64-bit) Studio 2005
D4.2:CLEFIADDDDDDDDDD(CDD)
ogooo|oa oo oo 0obooooo (ooooooad
oooa (ooo) (O00O)
[bit] || [cycles/byte] | [cycles/byte] [cycles] [cycles]
1 128 17.7 18.0 442 517
192 21.5 21.8 683 789
256 25.2 25.6 734 859
2 128 18.7 19.7 304 385
192 22.6 23.7 545 653
256 26.4 28.0 590 722
3 128 17.6 18.5 325 446
192 21.4 22.1 460 616
256 25.0 25.8 493 683
4 128 19.0 19.1 386 452
192 23.0 23.0 583 681
256 26.8 27.0 627 720

gooobooboboooogoob200 FOO Fo, MOOOODOODOO
ooooobboboobooobooooboooobboooobog FOO
F, FOO0O0O0OO Fy/FKR OODODOOODOOOFR/RAO000 1000
oobog 2000000000000000D0 FpbOODOOOODOOD
00 pUO000000bOO00b0o0bo0bobobDobbDoobDoo
00000 18000 36 0000192000026 00000 CLEFIA
vbobobobobooooooboubobubooooobabon
0boog1920000000 220260000000 260000
gbboooboobobbobbooobad
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040 000D

043: 000000
| 000000 [byte] | 0000000 [byte |

| 17955 | 224

0 44: CLEFIAOOOOOOOOODO (DoOooooo)

oo oo oo oo gooooonD |ooooooo
(0ooo) (oo)
[bit] | [cycles/byte] | [cycles/byte] [cycles] [cycles]
128 12.9 13.3 217 229
oooooa 192 15.8 16.2 272 293
256 18.3 18.4 328 357
128 11.1 11.1 217 229
200000000 192 13.3 13.3 272 293
256 15.6 15.6 328 357
good Verilog-HDL

oOoooooo  0.09 um CMOS ASIC library
gooooo VCS version 2005.06
0000000 Design Compiler version 2006.06

10000 200 NANDOODOODODOOOOODODODODODOooOoog
ogoooo

045 0000000000000 00000O00000O00O00O000
ddddddooooooooo2b0b0b0boboboooobobooooooa
00000000000 0000000000000000 AESOO0O
Camellia0 000000000000 OOOODOOODOODODO [61]0128
00000 CLEFIAODOOOOO0OOOOO00O 5,979 gate O 1.60 Gbps OO
000000000 4950gated 0.71 Ghps DO O DOODOOOODOOO
O0000000000000000 268.63 Kbps/gate, 144.59 Kbps/gate
O0000D0O0AESOO0OO0O0D0O0OO0O0O0DODODOOOO0OO00 1.98 000
0 251 O0Camellia 000000000000 0O0O0O0O0O 3.04 00O
00280 00000000000000DO0OO0DOOOASICOOO0O
gbdobootuotbooboooooooootoooonoonoooooon
CLEFIADDDODODODODOOOOOOOOOOOOOOOO0O0O00000
goooooao
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040 000D

O 45 CLEFIAOODOOOOOOOOD

oo |goo (oobooboco|ooboo|o oo oo|joo/ooooo

[bits] | [cycles] [cycles] [gates] [MHz]| [Mbps] [Kbps/gate]

128 18 12 5,979 225.83 1,605.94 268.63

12,009 422.29 | 3,003.00 250.06

36 24 4,950 201.28 | 715.69 144.59

CLEFTA 9,377 389.55 [ 1,385.10 147.71
(0.09m) 192 22 20 8,536 206.56 | 1,201.85 140.81
15,718 391.08 | 2,275.39 144.76

256 26 20 8,482 206.56 | 1,016.95 119.89

15,542 391.08 | 1,925.33 123.88

128 11 N/A 12,454 145.35|1,691.35 135.81

AES [61] 21,337 224.22 | 2,609.11 122.28
(0.13pm) 54 N/A 5,308 | 131.24| 311.09 57.63
9,227 220.75 | 523.26 56.71

128 22 N/A 10,993 166.94 | 971.29 88.36

Camellia [61] 16,905 256.41 | 1,491.84 88.25
(0.13pm) 1 N/A 6,511| 111.98| 325.76 50.03
12,231 238.10 | 692.65 56.63

4.3 UOO00O0OO0OO0OO0OO0OOOOO0OO

ooobooooo,bo00bo0oo,0oco0oooooboooooa.

0000 CLEFIAOOOOOOOOOOOOODOOOOOOOO

gogd

CLEFIA O AESODOO0D0 8000 S-box D000 SPOD FOODO
D0000D00O00AES[6,54 000000000000 CLEFIAQD
0000000000000000 (57,600 000000000000
00 AESO000000000000000000 CLEFIAOOOOO
D000D0000000D0AES 5500000000000 CLEFIA
000000000000000000 [16,75,76)0

0000 [39)000000 [56)0000002000000 [77]00
000000000 [74 000000000000 CLEFIAOOOOO
00000000000

61




50 oy

CLEFIAO 20070 0000000000000DOOOODOOOOODOO
Alex Biryukov O O O Vincent Rijmen O O O Serge Vaudenay 0 0 O ABT
O Lars R. Knudsen [0 0 O Bart Preneel 10O OOOO0ODO 200700 7
0090000000000 00DDO0ODODDODDOOOODDO CLEFIAO
000000 (http://www.sony.net/clefia) D 000000 [13,38,58,81]0
O0000000000000C00ODOOD CLEFIAOOOOOOQOODOO
CLEFIAODOOOOO0OODODOO0D0ODODODODOOOOODODO
0000000000000 00000000O0ODO00oOoDoooDOD
000000000 e800000 [eD00oooono [vojooono

000000o0o0o000ooooomoooooooooooooooon
oo0CocOoOOoOOOoO0oOoOoOo2wWooooooooogoooooooo
Oo0ooooOoOoDOOO0OOO0oOoOo0oooooOoDDOOoOoOobOOoooOd
O0000OD0O0O0OO0O0o0oOoooooooo
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