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Executive Summary

We have performed a security evaluation of the cryptographic block cipher
Clefia as described in [1] with an effort of five person-days.

We have applied state-of-the-art cryptanalytic techniques on Clefia and
found no practical attacks. We believe that Clefia offers a sufficient security
margin against current cryptanalytic techniques. The key size of 128 bits
for Clefia should provide security against exhaustive search for the next 20
to 25 years.

In view of the very fast evolution in the field of cryptography, we recom-
mend to update this evaluation five years from now.

Finally we observe that our report is the result of only a limited time
of review. Others with more time and dedicated resources may well find
attacks that we have not been able to identify during this time.
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1 Introduction

This report presents the results of a limited evaluation of the block cipher
Clefia.

As requested by Sony we have split the report into two parts. In the first
part we reply to the specific questions put forward by Sony. The second part
contains a security evaluation of Clefia.
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Part I - Questions from SONY

Do you think SONY’s Cipher Algorithm is worth presenting at a
certain academic conference or workshop?

The quality of the design is high and the analysis of the system is compre-
hensive. The system is worth presenting at an academic venue. Conferences
and workshops in cryptology, however, are rather competitive, and it is hard
to predict whether an article describing the system will be selected for pre-
sentation at one of the larger cryptology conferences.

Do you think SONY’s Cipher Algorithm is secure enough against
the current cryptanalytic techniques?

Yes. SONY'’s cipher algorithm appears to have a sufficient security margin
with respect to known cryptanalytic attacks.

What do you think are the good/weak points of SONY’s Cipher
Algorithm among other existing block ciphers?

The components of the cipher are sound and well-known, and the analysis
performed by the design team is impressive. There are no immediate weak
points in the encryption system. Also, we did not identify any weaknesses
in the key scheduling algorithm.
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Part 11 - Evaluation of Clefia

In the following we shall refer to SONY’s Cipher Algorithm as Clefia. As
requested by SONY we have divided our report into three sections, one on
security aspects, one on design aspects, and one on implementation aspects.

2 Security aspects

In this section we report on some cryptanalytic findings in Clefia. Clefia is
an iterated cipher which runs in either 18, 22, or 26 rounds depending on
the choice of size of the key of 128, 192, respectively 256 bits.

2.1 Brute Force Attacks

We shall briefly comment on brute-force attacks against the 128-bit key. We
base our evaluation on the ECRYPT yearly report on algorithms and key
sizes [4], where a more extensive explanation can be found.

When studying the security of a key against exhaustive search, it is
important to have a good model of the attacker and his resources. This
can vary from a hacker using a PC to an intelligence agency with a huge
budget and using ASICs to search the key space. ECRYPT concludes that
a 128-bit key provides long-term protection against all these adversaries. A
128-bit key size is a good, generic application-independent recommendation,
and should provide security for the next 20 to 25 years.

2.2 Differential cryptanalysis

We computed the maximum probabilities over the S-boxes, see also later,
and confirm that there are no useful differential characteristics for Clefia for
12 or more rounds, cf. [3].

2.3 Linear cryptanalysis

We computed the maximum probabilities over the S-boxes, see also later,
and confirm that there are no useful linear characteristics for Clefia for 12
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or more rounds, cf. [3].

2.4 Differential-linear cryptanalysis

We agree with [3] that differential-linear cryptanalysis will perform worse
than pure differential cryptanalysis.

2.5 Boomerang attack

The boomerang attack is effective in particular for ciphers for which a
subpart (e.g., half) of the cipher has high-probability differentials. The
penalty in the boomerang attack is the requirement for four differential
paths throughout the particular subparts of the cipher. The very conser-
vative estimates of differential probabilities in [3] are already low enough
to conclude that the boomerang attack will not be superior to a classical
differential attack.

The amplified boomerang attack and the rectangle attack are variants of
the boomerang attack and we share the opinions of the designer team from
[3] that these attacks are no threat for Clefia with the specified number of
rounds.

2.6 Truncated differential cryptanalysis

We first restrict ourselves to truncated differentials with differences split
into four 32-bit words, and the difference in each word is either zero or
nonzero. It follows by easy computer simulations, that there is a five-round
truncated differential of this type for Clefia. With equal values in the first
(leftmost), the third and the fourth (rightmost) words, and different values
in the second words, one gets that there is always a nonzero difference in the
fourth words of the ciphertexts after five rounds of encryption. Evidently
there is the possibility to split each word into four bytes and considering
byte-differences. However, since the four bytes in each 32-bit word are mixed
in a strong way via eight-bit S-boxes and MDS-matrices, there is little chance
that the above five-round structure can be iterated to more than a few extra
rounds. In our opinion it is safe to conclude that for Clefia reduced to ten
rounds, there are no useful truncated differentials.

2.7 Impossible differentials

We implemented a search for impossible differentials for Clefia, or rather
for ciphers with the same structure as Clefia, the generalized type-2 trans-
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formation. Our tests confirm that for such structures with 9 rounds there
are exactly the impossible differentials listed in [3]. Also, our tests confirm
that for 10 rounds (or more) of this structure there are no impossible dif-
ferentials. We stress that our tests were conducted with randomly chosen
bijections (F-functions) in the round functions. Such tests for (real) Clefia
would require computational resources out of our reach.

The 9-round impossible differential can be used to recover key material
for reduced-round versions of Clefia. We have confirmed the analysis of [3]
which shows key-recovery attacks for Clefia reduced to 10 rounds with a
128-bit key, for Clefia reduced to 11 rounds with a 192-bit or 256-bit key
and for Clefia reduced to 12 rounds with a 256-bit key.

2.8 Saturation cryptanalysis

We have identified a structure which can be used to distinguish Clefia from
a randomly chosen permutation after eight rounds of encryption. The struc-
ture can be used in a key-recovery attack on Clefia reduced to nine and ten
rounds of encryption.

There is the following six-round integral with 232 texts

(C,A,c,0) % w,U,U, B),

where we use the notation of [3], and where we consider 32-bit words. The
round transitions are as follows:

(C,A,C,C)

A

This integral can be used to construct a seven-round integral with 264 chosen

plaintexts, which holds with probability one. Note that the rightmost and
2nd rightmost words of the inputs to one round map to the 2nd leftmost
and 2nd rightmost words of the inputs to the following round. Consider a
structure of 264 chosen plaintexts which have constant values in the two left-
most words but which are pairwise different in the remaining 64 bits. Then
after one round of encryption one has a structure of 264 chosen plaintexts
which have constant values in leftmost and rightmost words but are pairwise
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different in the middle 64 bits. Thus this structure contains 232 structures
of each 232 texts, and each such structure forms an integral with notation
(C,A,C,C). Since the texts in each of these structures are balanced in
the rightmost words after six rounds of encryption, so is the sum of all 232
structures. Thus there is a 7-round integral of the form

(C,C,A,4) 2 W,u,U,B).
Using similar arguments one can show that there is an eight-round inte-
gral for Clefia which requires 2% chosen plaintexts and which holds with
probability one. It has the notation

(4,C, A, A) & (U,U,U,B).

This structure can be used in a key-recovery attack on Clefia reduced to
nine rounds of encryption. The attack requires a structure of 2%
plaintexts and a running time of 2% simple operations and finds 32 bits of
the secret subkeys.

chosen

Attack on 9-round Clefia. The attack goes as follows.

1. Request the encryptions, w;, of 29 chosen, different plaintexts z; for

i=1,...,2% such that these texts have equal values in the second
leftmost 32-bit word.

2. Compute the exclusive-or, Y, of the rightmost 32-bit words of all y;s.

3. Count the frequencies of the values in the second rightmost 32-bit
words of all y;s. Make a list, L, of the 32-bit values with odd frequen-
cies.

4. For all values, , of the last-round subkey RKs,_1, here r = 9, do the
following:

(a) Compute the exclusive-or, Z, of the values F}(k, z) for all values
ze€L.

(b) If Z =Y, then k is a candidate value for RKy,_1. If Z # Y, then
k is not the correct value for RKo9,_1.

Note that for the correct value of RKo,._1 one gets Z =Y, since the integral
promises that the exclusive-or of the fourth words after eight rounds is zero.
For an incorrect value of RK»._1 we assume that one gets Z =Y only with
a probability of 2732, If more than one value of RK,,_; remains after the
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above procedure, the attack can be repeated on another structure of 276

plaintexts. Note that in step three above, we need not consider values of z
which occur an even number of times, since the exclusive-or of these results
through F} is zero.

The attack can be extended to Clefia reduced to ten rounds which finds
64 bits of the subkeys.

Attack on 10-round Clefia. The attack goes as follows.

1. Request the encryptions, y;, of 29 chosen, different plaintexts z; for
i=1,...,2%, such that these texts are equal in the second leftmost
32-bit word.

2. Compute the exclusive-or, Y, of the rightmost 32-bit words of all y;s.

3. For all values, k1, of the last-round subkey RKs,_o, and for all values,
Ko, of the subkey W Ko @& RKs,_3, here r = 10, do the following:

(a) For each ciphertext C; = (Cio,C1,Ci2,C;3) compute
Zi = Fo(RK2,-1,Ci0) ® Cin,

then compute
Y = Fi(RKar—3,7;) @ Ci .

Compute the exclusive-or of all ¥;, Y = )" Y;.

(b) If Y = 0, then (k1,k2) are candidate values for RKj,_o, and
WKy @ RKo—3. If Y # 0, then (ki1,k2) are not the correct
values for RKo,_o, and WKy & RKo,_3.

Each incorrect 64-bit value (k1, k2) will be a candidate value with a proba-
bility of 2732. Therefore the attack needs to be repeated at least once with
a different set of chosen plaintexts. This attack finds 64 bits of information
about the round keys. Note that for each key guess (64 bits) one needs to
do at most 23? evaluations of Fy and 232 evaluations of Fy, and thus the
overall complexity is close to 22 evaluations of the function F.

In an extension to 11 rounds of Clefia, it appears that one has to guess
on 5 subkeys of each 32 bits. Given the large amount of chosen plaintexts
needed in this attack, such an attack is completely out of reach for even the
most powerful attackers.
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2.9 Higher-order differential cryptanalysis

The success of attacks based on higher-order differentials depends on the al-
gebraic degrees of the nonlinear components in the cipher. The two S-boxes
used are both on eight bits and the algebraic degrees are six respectively
seven, where seven is maximum attainable algebraic degree for a bijective
eight-bit S-boxes. A very conservative estimate for the growth of the de-
grees in Clefia is an increase of a factor of six for every second round. This
means that even after six rounds of encryption the algebraic degrees of the
ciphertext will be high enough to thwart attacks based on higher-order dif-
ferentials.

2.10 Interpolation cryptanalysis

The interpolation attacks are reminiscent of attacks based on higher-order
differentials and are effective mostly on ciphers for which all components
can be written as polynomials in the inputs with few coefficients. Since this
is clearly not the case for the S-boxes used in Clefia, there is no reason to
believe that the interpolation attack is applicable to more than a few number
of rounds of Clefia.

2.11 XSL cryptanalysis

This kind of cryptanalytic attack is sometimes also referred to as an “al-
gebraic attack”. Here one writes polynomial expressions in the inputs and
outputs of each round of a cipher, then tries to solve these to find the secret
key. The complexity of such an attack grows with the number of nonlinear
components in the cipher. Later, we shall report on algebraic expressions
over the S-boxes in Clefia. Algebraic attacks on block ciphers are surrounded
by controversy and no real-life ciphers have yet been proved to be vulnerable
to such an approach. For Clefia with 18 rounds, a total of 144 S-boxes are
used. The Advanced Encryption Standard uses a total of 144 S-boxes in nine
rounds of encryption. One might expect that the complexity of an algebraic
attack on 18-round Clefia is similar to the complexity of an algebraic attack
on 9-round AES[5]. Thus, it is safe to conclude that a breakthrough in al-
gebraic cryptanalysis of Clefia also would mean a breakthrough in algebraic
cryptanalysis of the AES.

10
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3 Design aspects

3.1 The overall structure

The high-level structure of Clefia is well-known as a generalised Feistel type
construction. Also, this structure was used in the design of the block cipher
RC6 [6]. This structure appears to be sound and no important weaknesses
are known for it.

3.2 The components of the cipher
3.2.1 S-boxes

We performed a series of tests on the S-boxes, Sy and 51, listed on page 9
in [1].

S-box Sy

From our implementations it follows that the maximum probability of a
differential characteristic through Sy is 10/256. The maximum probability
of a linear characteristic through Sy is (2 - 28/256)2 ~ 27439 1

The 8 x 8Dbit S-box Sy is constructed from four 4 x 4-bit S-boxes

S0, 551,855, SS5.

Let x be an eight-bit input, then the eight-bit output is computed as follows,
where an eight-bit word, a, is divided into two four-bit words ag and a, cf.

[1].

w = SSy(xo) | SS1(z1),
v = L(wgy,w),
Yy = SSQ(U()) ’ 553(1)1),

where L is a linear transformation. First of all, it has been confirmed that
there are no deterministic relations of degrees maximum two in the bits of
the input « and the bits of the output y of Sy. However, it is nonetheless
possible to establish a set of equations of degree at most two over Sp. It
is well-known that there are at least 21 deterministic relations of degrees
maximum two in the bits of the input and output of a four to four bit S-
box. This follows from the fact that from the constant one and from the

'This probability is defined as (2(p — 3))® where p — 1 denotes the bias of the linear
approximation

11
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eight bit variables one can form 37 terms of degrees at most two. There are
one term of degree zero, eight terms of degree one and (g) = 28 terms of
degree 2. Since there are only 16 pairs of input and output over the S-box,
one can establish 16 equations in 37 unknowns and the result follows. It
was confirmed that for all four S-boxes S.S5; there are exactly 21 quadratic
equations in the input and output bits.

Therefore there are 21 quadratic equations over the bits in x¢ and wq
and 21 quadratic equations over the bits in ;1 and w;. Similarly there are
21 quadratic equations over the bits in yg and vy and 21 quadratic equations
over the bits in y; and vy. In total, one can establish a set of 84 quadratic
equations in 24 bits, the eight bits of z,y, and v. Note that the bits of w
and v are related by linear equations.

Also, the algebraic degrees of the bijective four-bit S-boxes, SS;, are
three, thus the algebraic degree of Sy is at most six. For comparison, a
randomly chosen, invertible eight to eight bit S-box has algebraic degree
seven with high probability. We found no indication that the algebraic
degree of six for Sy is a weakness for Clefia.

S-box S

It has been confirmed that the maximum probabilities of differential and
linear characteristics over S; are 276 and 276.

Also, it has been confirmed that there are 39 deterministic relations of
degrees two in the input bits and output bits of 5.

3.2.2 The diffusion matrices

The matrices My and My are similar in nature to the diffusion matrices of
the AES and have they same strong properties. No (serious) weakness is
known for these constructions.

3.3 The key scheduling algorithm

For some ciphers there is a, usually small, subclass of keys which can be
regarded weak as compared to other keys. E.g., in the Data Encryption
Standard, DES, four such values of the key have been identified, and it is not
recommended to use these values with DES. We found no reason to believe
that there are easy-detectable weak keys for Clefia. One possible drawback
of the key scheduling algorithm is the use of many different constants, which
must be stored or generated on the fly.

12
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Related-key cryptanalysis exploits the relations between pairs or sets of
keys. Attacks based on related keys are regarded by some as somewhat ex-
otic, since often the requirements are that an attacker gets the encryption
of many chosen plaintexts, sometimes encrypted using many different, re-
lated keys. Nonetheless, many block ciphers are designed to (try to) avoid
these attacks. We have examined the key scheduling algorithm of Clefia,
but found no evidence that this enables efficient related-key attack of any
type.

We did identify pairs of keys for which many of the corresponding subkeys
are related. We illustrate our findings on the 128-bit key version of Clefia,
the key-schedules for the other key sizes have similar properties. The user-
selected key K of 128 bits is encrypted (using constants as encryption keys)
to generate a 2nd key L, also of 128 bits. The encryption used is invertible,
such that given L, one can find a unique value of K. The 36 subkeys
RK; for i = 0,...,35 each of 32 bits and the four whitening keys W K;
for j = 0,...,3 each of 32 bits are generated from K and L, such that
WK depend only on K, RK; for i = 8k,...,8k + 3 depend only on L, and
RK; for i = 8k +4,...,8k + 7 depend on both K and L, where £ > 0. L
is transformed by the bit permutation “DoubleSwap” after each time it is
used to generate a set of (four) 32-bit subkeys.

Consider two keys K and K’ and the corresponding derived keys L and
L’. Imagine that L and L’ are different in s bits, in other words, the Ham-
ming distance between the two strings is s. L and L’ are both transformed
using DoubleSwap a total of eight times. It follows that the Hamming dis-
tances of L and L' after each of these tranformations remain s. Thus if s
is small, this means that all subkeys which depend on only L and L’ have
a small Hamming distance. The Hamming distances in all other subkeys
on the other hand are expected to look random. We have found no way of
exploiting these properties of related keys and they are not likely to pose a
problem for Clefia.

Finally we report on a related-key property involving more than two
keys. Consider the four pairwise, different keys Ky, K1, Ko, K3, where Ko &®
K1 & Ky ® K3 = 0. Also, assume that the derived keys Lo, L1, Lo, Lg have
the similar property that Ly ® L1 @ Lo @ L3 = 0. Consider the four whiten-
ing keys W Ky for the four keys. It follows that the exclusive-or of these
keys is zero. A similar property holds for any of the whitening keys and
for any of the 32-bit round keys (RK;). As an example, the key words
RK12, RK13, RK14, RK15 are derived from o3(L) @ K plus some constants.

13





ABT ApS: Evaluation of Clefia CONFIDENTIAL

But

o (Lo) & Ko & 0°(L1) ® K1 @ 0°(La) & Ko © 0%(L3) & K3 =
3 3
Y AL)e) K = 0.
i=0 =0

Note that the constants in the key-schedule cancel out above. Also note
that similar properties hold for sets of any even number, j, of keys. One can
find such sets of keys efficiently for larger values of j using the techniques
developed in [7]. However it is clear that for encryption such sets of keys
are not likely to be used in practice and we have found no way of exploiting
these properties of related keys and they are not likely to pose a problem
for Clefia.

3.4 The number of rounds

The most effective attack on reduced-round Clefia seems to be the ones
based on impossible differentials. There are impossible differentials for Clefia
reduced to nine rounds, but not for more than nine rounds. Let d denote
the maximum number of rounds for which effective attacks exist for a block
cipher. In our opinion it is a sound principle to choose the number of rounds
in such a cipher well over d, one known rule of thumb is to choose 2d rounds.
Since Clefia seems to be a very secure cipher when used with 18 rounds and
at the same fast in implementation, we feel that the design team has made
a good choice. Adding four more rounds for the 192-bit key version and
another four rounds for the 256-bit key version are logical choices and in
correspondence with the choice made for the Advanced Encryption Standard

(AES).

4 Implementation aspects

First we note that we did not implement Clefia ourselves, and no implemen-
tation of the algorithm was made available to us.

The round function in Clefia bears some resemblance with the round
function of the AES. From the latter it is know that the use eight-bit S-
boxes together with the diffusion matrices allow for fast implementation
in software. A similar technique can been used in the implementation of
Clefia. As a result one gets a compact and fast implementation of Clefia
in software. One point to mention is that an implementation on a 64-bit

14
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architecture does not seem to provide a significant speed-up compare to an
implementation on a 32-bit architecture.

The techniques used in the hardware implementation of Clefia are well-
known and the report performance figures are promising.

15
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Executive overview

This report is the result of a thorough evaluation effort, in continuation of a
previous evaluation [7] of an earlier version of this cipher. The report is based
on the updated algorithm specification [1], a document describing the updated
design rationale [2], and the updated security and performance evaluations done
by the designing team [3].

The two main conclusions of the previous report remain valid:

1. The design principles of CLEFIA are sound.

2. The design team provided ample evidence that the cipher is secure against
all state-of-the-art cryptanalytic attacks.

The remainder of this report contains some minor observations on the design
and comments on the documentation. None of these contain critical informa-
tion.





Chapter 1
Report form - Part 1

1. Do you think SONY’s cipher algorithm is secure enough against the cur-
rent cryptanalytic techniques?

Yes. Furthermore, the design seems to offer a good security margin, an-
ticipating potential future improvements in cryptanalytic techniques.

2. What do you think are the good/weak points of SONY’s cipher algorithm
among other existing block ciphers?

There are no weak points in the cipher. Good points are the following.
It is secure, fast and based on state-of-the-art design principles. Several
innovations are put into practice: firstly the DSM diffusion mechanism,
and secondly the K and L used in the key scheduling. An additional strong
point is the extensive security analysis that has already been made.





Chapter 2

Comments on the design

CLEFTA uses the Feistel structure, which has been studied extensively in nu-
merous articles. The strong points and weak points of this structure are well
known by the cryptographic community as a whole and by the design team in
particular.

The two main new elements introduced in the design are the Diffusion Switching
Mechanism and the key schedule, which we could call a wide-pipe key schedule,
in analogy to wide-pipe hash functions. In the following, we briefly comment
on the various components used in CLEFIA.

2.1 Diffusion mechanism

Besides the diffusion provided by the Feistel network structure, CLEFIA uses
two 4-by-4 matrices over GF(256) to guarantee diffusion at byte level. This
type of diffusion layer has been used extensively before. The CLEFIA design
experiments with a diffusion layer that changes over the rounds. The provided
documentation demonstrates the advantages of this approach [2]. No disadvan-
tages with respect to the security are apparent.

2.2 Substitution boxes

CLEFTA wuses two different S-boxes. It is hoped that potential weaknesses
present in one S-box, are compensated by the other S-box. No weaknesses are
apparent in either of the S-boxes, however.





2.3 Key schedule

There exists at the moment no consensus in the cryptographic community about
how a good schedule should look like. As a result, there are a wide variety of
different constructions in use. CLEFIA starts the key schedule by deriving a
parameter L from the key K. The round keys are then derived from both K
and L (except for the first two round keys). This strategy appears to be a
very good countermeasure against related-key attacks and attacks exploiting
similarities between different rounds.

2.4 Concluding remarks

CLEFIA contains enough traditional elements in order to give us a good feeling
about its security. At the same time, it contains enough new elements to make
the cipher an interesting addition to the set of existing block ciphers.





Chapter 3

Comments on the
documentation

In this chapter, I list comments that are observations on the documentation
itself. These comments are mostly typos and small omissions. There are prob-
ably more small mistakes in the documents, which I didn’t see because I am
not a native speaker myself.

3.1 Algorithm specification [1]

Page 6, line 6: We denote d-branch — We denote the d-branch
Page 6, line 7: as GF'Ny, — by GF Ny,

Page 7, line -9: are used in the — are used in a

Page 7, line -8: and different — and a different

Page 8, line 2: upper 4-bit indicates — upper 4 bits indicate
Page 8, line2: lower 4-bit indicates — lower 4 bits indicate

Page 8, line 7: as Table 3 — in Table 3

3.2 Design rationale [2]

Page 4, line 5: these goal — these goals

Page 6, line -10: “we introduce”: I think you should cite here the articles where
these definitions where introduced originally: branch numbers in [8] and bundle
weight in [4].





Page 9, line -1: are huge number — exists a large number

Page 13, line 17: from here on, it becomes very difficult to understand the text,
because of the many mistakes against English.

Page 14, line -10: round keys: I think the authors refer to the case that two
different keys would produce the same set of roundkeys. This phenomenon is
called equivalent keys, rather than “equivalent round keys.”

Page 15, line 12 (2 times): lowest — highest

Page 17, item [9]: the content of this report has been split in two papers and
published in [5] and [6]

3.3 Security and performance evaluations [3]

Page 23, line -6: longer rounds — more rounds
Page 32, line 17: longer-round cipher — cipher with more rounds
Page 32, line 17: shorter-round cipher — cipher with less rounds

Page 33, line 8: at least — at most
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Evaluation Report on CLEFIA

Serge Vaudenay

serge.vaudenay@epfl.ch

Abstract. As requested by Sony, this document reports on the evaluation that was made on the CLE-
FIA block ciphers as a follow-up from the previous evaluation of 26.10.2006. CLEFIA includes three
block ciphers with 128-bit blocks and holding secret keys of length 128, 192, and 256, respectively.
The evaluation was made based on

— 3 documents on CLEFIA (specifications, rationales, self-evaluation) received on 26.06.2007,

— implementation v1.0.0 (June 1, 2007) of CLEFIA by Sony collected from the Sony web site

http://www.sony.net/Products/clefia/.

In conclusion, we think that the CLEFIA design is pretty strong and secure and that the spotted weak-
nesses in the previous version have been correctly addressed.

Completed Tasks

As agreed with Sony, the present report summarizes the results of a few days of work between June 26th
and August 31, 2007. Below is a list of completed tasks in this period. Further sections of the report provide
some details on the analysis. Section 2 studies the symmetries in CON sequence. Section 3 makes some
additional specific comments on the CLEFIA key schedule. Section 4 extends a previous linear and differ-
ential cryptanalysis from a previous evaluation report. Finally, Section 5 answers to the specific questions
by Sony.

1.

&

Reading the documents.
The documents are pretty easy to read and well written. The “Algorithm Specification” document [1]
is precise enough to be considered as normative document.
Checking the modifications from the previous version of the block cipher.
(a) Sp has same structure but is different in the GF representation and its matrix
(b) My and M, are the same matrices but work on a different GF structure
(c) X has been introduced as a new operation in the key schedule
(d) the key schedule with 128-bit keys use /(L) instead of L - x'
(e) the key schedule with 192-bit and 256-bit keys use /() (L, ) or 28() (L) instead of Ly -x' or Lg - '
(f) the CON definition is completely new
Checking correctness regarding the updated parts.

— the new GF structures are based on a primitive polynomial

— My and M| are still MDS matrices following [8].
Checking correctness of the documents.
Studying symmetry properties in the CON sequence.
In a nutshell, the first derivative of the CON sequence (i.e. the XOR of two consecutive terms) has
special properties so that a single bit is enough to determine a new term from the previous one in the
derivative. Details are in Section 2.
Studying the key schedule in CLEFIA.
Remarks are given in Section 3.
Studying the linear cryptanalysis.
We construct linear characteristics and study linear hull effects. Our analysis (in Section 4) shows that
CLEFIA may be even more resistant to this kind of attack than what [3] concluded.
Attempt to attack the block cipher by ad-hoc means.
In Section 4, we extend a kind of extended differential cryptanalysis which was suggested in a previous
report. We conclude that CLEFIA resists to this attack.
Finally, answering questions by Sony.
This is done in Section 5.





2 On the Symmetries in the CON Sequence

The new definition of the CON sequence follows

CONy; = T; © P|L(T;)
CONyiy1 = T; @ Q|LX(T)

where L denotes the bitwise rotation to the left. Clearly, this leads to the following equation

CON; @ CONyi | = P® QIL(T; & L(T}))
which means that the cross dependency between CONy; and CONp;4 is of 15 bits of entropy (note that
T; ® L' (T;) always has an even parity).

In addition to this, the 7; sequence follows

Tiyi =L7 () @ c;

where ¢; is O if the least significant bit of 7; is 0, and a constant coming from the GF structure otherwise.
This means that the cross dependency between two CONy; & CONy; 1 values is of a single bit of entropy
depending on the least significant bit of 7;. Clearly, if

CONy; & CONpjy g = a|b,-

then

CONpi42 ®CONgiy3 = alL ™' (by) @ d;

where d; = 0 (if the 1sb of 7; is 0) or d; = d is a given constant (otherwise).
For instance, we have

CON{ & CON{"™®) = 6c21 £0a9
CONY?® & CON{"®) = 6c21 £854
CONS‘128 @CON U28) _ 6c21 ccde
CON{'™ & CONY'?®) — 621 6627
CONY?® & CON{™®) = 6c21 0377
CON{I™ & CON{™) = 6c21 810b
CON{Y™® & CON{®) = 6ca1 7009
CON{™® & CONIE®) = 621 0838
and

£854 = L'(£0a9)

ccde = L1 (£854 ) 1064

6627 = L1 (ccde)

0377 = L™'(6627 ) ®b064

8lob = L'(0377)

7009 = L~'(81bb ) & b064

0838 = L'(7009 ) ®b064





Clearly, the CON sequence does not really look like a random sequence and has special properties
with respect to its first derivative.

We can derive a few properties by using the key schedule. For instance, if the key K of 128 bits has
form 6c21 |w|6c21 |x|6c21 |y|6c21 |z for any 16-bit w, x,y, z, then for i = 0, 1,2,3, RKg;14 ® RKg; 5 has a left
16-bit half directly depending on L, as well as RKg; 16 @ RKg;47. It may be possible to push these properties
further, although we have no clue how at the time of writing this report.

3 On the CLEFIA Key Schedule

The key schedule derives round keys which linearly depend on two strings: the key itself and some extra
string L, computed from the key. This simple key schedule makes the task of the attacker easier since
recovering some piece of information about the round key directly gives some information about some bits
of the key or L.

This type of key schedule algorithm was adopted by many other block ciphers including DES and AES.
The benefit of this approach is that it speeds up encryption and decryption. The drawback is that potential
weaknesses are amplified by this simple key schedule. In the past, some partial attacks on block ciphers
have been extended thanks to this property.

One particularity of CLEFIA is that the string from which round keys are derived is doubled form the
key length by using L which is computed from the key by some cryptographic function. Informally, an
adversary taking advantage of the key schedule would have to derive twice more bits than for other block
ciphers to break CLEFIA.

4 Linear and (Extended) Differential Cryptanalysis

In this section we try to exploit symmetries in Fp and Fj. It developed ideas based on a previous analysis
on a preliminary version of CLEFIA.

4.1 Linear Cryptanalysis Using Symmetries

We focus on symmetric linear masks. Namely, we consider input and output linear masks I';, and I, on F;
(i =0, 1) such that there exist bytes a, b, c’,d’ such that I';, = abab and T',,,, = ’d’c’d’. Due to the symmetry
in M;, there exist c,d such that Ml’. o = cdcd. We easily obtain that

LP(Tin, Tour) = (LPS(a,c) - LPS1=i (b, d))’
¢\ _ [os504\ (¢
d) \o405 d
¢\ [0302\ (¢
d) ~\o203) \ &

for i = 1. So we virtually replace the block cipher by another one using 64-bit blocks with the same skeleton
but F; functions replaced by a function using two branches, matrices M{, and M/ and two sboxes S, and S|

such that
,_ (0504 ,_ (0302
M0_<o405> M"(ozos)

Similarly, we obtain that

for i = 0 and

and

LPS(a,b) = (LP%(a,b))’
2

LP%i (¢,d) = (LPS! (c,d))".





The new linear masks are simply ab and c’d’. By studying this virtual cipher we have found by hand the
following 6-round linear characteristic

0008 — 0y00 — y300. — dPad — Pa00 — 000

where masks are on the input of a round. (See Fig. 1.) Here a., 3,7, 8 are nonzero two-byte masks.

We let w(x) be the number of nonzero bytes for a two-byte mask x. We let w;(x) be 1 if the ith byte of
x is nonzero and 0 otherwise. We have w(x) = wy (x) + wa(x). We can see that the number of active sboxes
in the above characteristic is w(a) + 2w(B) + 2w(y) + w(3). We denote x ~ y when x and y have zero
components at the same place, i.e. w(x) =w(y) =2orx=y=0or w(x) =w(y) =1 and x;y2 +x2y; = 0.
Note that none of o, 3,7, can have a null weight. Due to the characteristic we have o ~ M(’)’y, Y~ M(’)’S,
8~ M)'B, B~ M} o, B~ Mj'a, and y~ M;'8. The constraints p ~ M} o and B ~ M/’ o and the structure
of M}, and M| make w(B) = 1 impossible. Similarly, Y ~ M}'3 and y ~ M}'8 make w(y) = 1 impossible.
Hence w(B) = w(y) = 2. So, the best we can get with this characteristic is for w(a) = w(8) = 1 which leads
us to a number of active sboxes of 10. Translating to CLEFIA, the number of active sboxes is 20. (Note
that the analysis in [3] suggests that the minimum is 15.) Using o = a0 and 8 = d0 for some nonzero byte a
and d, we have 6 active S(/) boxes and 4 active S/1 boxes. (That is 12 active Sy boxes and 8 active S; boxes in
CLEFIA.) By using LP0 . = 27439 and LP31 = 2769 from [3, Section 2.2] we can hope to get a 6-round
linear characteristic such that LP < 210068 f5 CLEFIA.

In practice, the best such characteristic we have found was o = & = bf00 and p =1y = 5040 with

LP a 27118914 for CLEFIA. It used 12 active Sy boxes with LP% = 25 and 8 active S; boxes with

s 0 1024

1 —

LP - 1024 : . . . . . . . .
We can try to improve this by using the notion of linear hull. We can cumulate all linear characteristic

of above form with fixed o and 8. To make the computation easier, we only sum up characteristics of form
0008 — 0y00 — y800. — dPad — Pa00 — 000

for all B and 1y satisfying 8 ~ M}'B and o ~ M}y, that is, 4B; + 5B2 = 0 and 4y; + 5y, = 0. Indeed, we
assume all others characteristics with same starting 0008 and same leading o000 to be negligible. The
sum runs over 2552 terms. In practice, the best 6-round hull we obtained was also o0 = & = bf00 with
LP ~ 2~ 118907 for CLEFIA. As we can see, the improvement is miserable.

Going back to the analysis from [3], the best 6-round linear characteristic (for single path) is such that
LP < 276579 Qur analysis shows that this estimate is quite generous. In practice, characteristics have much
lower linear probabilities and the effect of linear hulls may be negligible compared to the best single path
characteristic.

4.2 Extended Differential Cryptanalysis Using Symmetries

Inspired by the previous analysis, we modify the traditional differential cryptanalysis by projecting all 4-
byte words abced to the two-byte vector @(abed) = (a® c,b @ d). That is, we look at differences within a
single encryption calculation instead of between two separate encryptions. We look at all projections and
we consider the sequence of vectors of four projected values entering into an encryption round as a Markov
chain. The idea of the attack is that biases in the distribution of vectors may lead to efficient attacks. The
question is whether the cascade of rounds flattens enough the distributions.

Looking at the Fp function, and input w is first changed to some x = w & k by using the round key %,
then by y = S(x) defined by y; = So(x1), y2 = S1(x2), y3 = So(x3), and y4 = S1(x4), and finally by z = Myy.
Clearly, @(x) = @(w) © (k) and M, - 9(y) = ¢(z) with the matrix M, from the previous section. Assuming
that w is uniformly distributed, we have

Pr(g(y) = b|(x) = a] = DP*(ay,b1) - DP*! (a2, b2).

Therefore, it seems that projections propagate like differences in differential cryptanalysis with the follow-
ing observations.

— With projections, we use a virtual cipher with 64-bit blocks as in the previous section but with regular
So and S boxes instead of Sj, and S} (namely, DP’s are not squared here).
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Fig. 1. One 6-Round Linear Characteristic.





— With projections, key additions now add to projected values instead of canceling like in differential
cryptanalysis.

A consequence of the second observation is that we can no longer rely on zero differences and we can no
longer focus on single-path characteristics. Instead, we can consider multi-path key-dependent characteris-
tics.

We could try to study the multi-path case by using some tricks as was done in [4,7]. Another possibility
would consist in computing a big 256% x 2567 table for the transition matrix of Fj and F{ in the most
favorable case and to compute the squared Euclidean imbalance (in the sense of [5]) S of the input-output
pairs. The number of known plaintexts required to break CLEFIA this way would be approximated by
(2S)~" where r is the number of rounds. (Note that we multiplied S by 2 because we have two round
functions per round.)

Based on new results from [6], we rather try to extract some bit on ¢. Indeed, the bias on ¢ values
must come from a group structure. This structure is most likely to come from GF(2)-based linearity. This
means that some bit m - ¢ should be biased as well. Clearly, looking at such bit reduces to a classical linear
cryptanalysis and to the computations from the previous section. This means that this attack way is likely
to be a dead end.

5 Contractual Questions by Sony

1. Do you think SONY’s Cipher Algorithm is secure against the current cryptanalytic techniques?
Yes.
2. What do you think are the good/weak points of SONY’s Cipher Algorithm among other existing block-
ciphers?
Good points:
— speed,
— compactness of implementation in hardware and software,
— being an alternative cipher to the AES standard,
— being up to date to the state of the art.
— The key schedule uses a cryptographically expanded string form the key to derive round keys.
Weak points:
— security not studied enough as older ciphers.
— The key schedule is linear from the key and L which may weaken the algorithm.
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Review of CLEFIA

Alex Biryukov?
July 2007

1 Introduction

CLEFIA is a block cipher with 128-bit block, 128/192/256 bit key. It is thus
compatible with AES. It is a 32-bit cipher aimed for compact software and
hardware implementation. The numbers of rounds are 18/22/26 depending on
the key-size.

CLEFIA is a generalized Feistel cipher, with 4 data lines of 32 bits each. It
has two parallel 32x32-bit F' function applications at each round.

The cipher is a product of a clear and well thought design process. The
documentation that we evaluated consisted of 3 documents ” Design Rationale”,
” Algorithm Specification” and ”Security and Performance Evaluations”.

2 Evaluation
In this section we provide general comments on the design of CLEFIA.

2.1 Comments on structure/components of the cipher

CLEFIA uses well known and well understood components:

o generalized Feistel structure (GFS)

SP-type F-functions

8-bit Sbox based on inverse in GF(28)

e 4-bit Sboxes with good differential and linear properties

e diffusion via Hadamard style matrices as in Anubis cipher
e Key-whitening

CLEFIA also uses new ideas such as Diffusion Switching Mechanism (DSM).
Key-schedule is also a bit non-conventional.

*Professor Dr. in Cryptography, University of Luxembourg





2.2 Comments on novel techniques used in the cipher

Diffusion Switching Mechanism is a novel feature of this cipher. The idea is to
diversify the components of the cipher in order to break internal symmetry and
thus make certain attacks harder. I think this idea is plausible and in general
is definitely worth consideration. Some reservations that I have are:

breaking of symmetry hits both the attacker and the designer because it
makes analysis harder and thus makes assessment of the number of rounds
more difficult. This can be seen on example of CLEFTA, which shows that the
number of rounds is still very large and the resultant cipher is not faster than
its competitor Rijndael which exhibits more internal symmetry. The security
margin gained by combined GFS-DSM design is a bit better than in Rijndael:
7/10 in Rijndael vs. 12/18 in CLEFIA®.

DSM idea also has a slight penalty in implementation, since one has to
implement two different S-boxes and two diffusion matrices. However compact
S-boxes and efficient diffusion matrices balance this.

2.3 Comments on the key scheduling

Due to the lack of time we focused on key-schedule for 128-bit key version.
Key-schedule consists of two parts:

e expansion of 128-bit master key into 256 key (K, L), where L = G(K).
Here G is a fixed pseudo-random permutation, based on 12-rounds of
CLEFTA with constant keys.

e linear extension of (K, L) into 36 32-bit subkeys (2 per round).

Good points: G is reasonably strong against differential cryptanalysis to
make it hard to plant simple relations in L starting from a difference in K. The
linear key-expansion by itself seems ok. DoubleSwap function provides the bit
shifts, making byte-oriented attacks more difficult. Usage of different constants
in all rounds helps to avoid slide and related key attacks.

2.4 Comments on the self-evaluation methodologies

I liked the way internal Security and Performance evaluation has been done.
All major conventional attacks have been addressed. The internal evaluation
report is well written.

2.5 Comments on choice of the number of rounds

The current choice of the number of rounds leaves sufficient security margin
and is prudent. The best current attacks cover up to 10 rounds (impossible
differentials and saturation attacks) with complexities exceeding 2!%°. Designers

I Best attacks currently cover only 10 out of 18 rounds, designer’s counts of the number of
active S-boxes set 12 rounds as a security limit against linear and differential attacks.





also provide theretical bounds for differential and linear cryptanalysis up to
12/14/15 rounds out of 18/22/26 respectively. We did not find any attack that
could cover more rounds.

3 Comments on Security

I do not believe that any conventional attack (differential, linear, multiset (aka
saturation-integral), boomerang) would be able to break this cipher given its
large number of rounds. In terms of security I see three potential threats:

e some impractical certificational attack on the keyschedule
e algebraic attack

e side-channel attack

3.1 On Algebraic Attacks

The design does not seem to achieve its goal of strength against algebraic at-
tacks since both 4-bit and 8-bit S-box based on inversion allow easy description
with quadratic equations over GF'(2). However at the moment of this writing
there are no working algebraic attacks on systems of equations describing block-
ciphers. Thus it seems a valid choice by the designers not to use large random
S-box, which would increase hardware cost considerably.

3.2 Side-Channel attacks

It seems that side-channel attacks are not addressed by the internal evaluation
report. However in practice these might be of main concern in real life.

Due to DSM design one has to be careful with implementation, since different
components will have significantly different power-trace. Parallelism exhibited
by the round function would be of help against side-channel leakage. Also it
might not be a good idea to use the master key as a whitening key. It may be
worth to pay more attention to software side-channel attacks based on cache
hit/misses. Such attacks target any cipher that uses lookup tables and have
been successfully demonstrated for Rijndael.

4 Comments on the Software / Hardware im-
plementation results

Software performance of CLEFIA as listed in Table 5 of internal Security and
Performace evaluation report is slightly slower than AES on Athlon 64. Com-
parison on other platforms would be desirable, including comparison for the
key-agility. We expect that CLEFIA is somewhat slower than AES in soft-
ware and key-agility. In hardware the cipher seems to allow considerably more
compact implementation than AES achieving better thoughput/gate ratios.





5 Conclusions

This has been a limited time review, but it shows that CLEFIA is a solid design.
Clearly lots of work has been put into it, and it follows both the state-of-the-art
and introduces some novelties.

In terms of security there are no reasons to believe that there would be
any practical attacks found using standard approaches. The security margin
is considerable. One should be more worried about algebraic and side channel
attacks. It is also difficult to exclude a certificational attack on the key-schedule,
which however (if discovered) will most likely have no implication on the real-life
usage of a cipher. Thus in terms of security CLEFIA is in the same class as
AES.

Another important issue is performance: it seems that CLEFIA is somewhat
slower than AES in software. However hardware efficiency seems to be better
than for the AES.

A Report form - Exhibit A

- Please answer the following questions from overall point of view. (If the answer
is NO, please give us detailed comments.)

Q1. Do you think SONYs Cipher Algorithm is secure enough against the
current cryptanalytic techniques?

YES. With some reservations on algebraic attacks.

Q2. What do you think are the good/weak points of SONYs Cipher Algo-
rithm among other existing blockciphers?

Good points: Uses well studied design techniques. Transparent design pro-
cess. Compatible with AES. Reasonably fast and compact. The security margin
against standard attacks is very good.

Weaker points: Software performance, Key agility. Algebraic attacks may
remain a threat (same as AES).





